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I. Policy 
a. Maintain ethical standards of business and fair competition
i.  Commercial morality (Kewanee)

b. Encourage investment in research (Kewanee)
c. Disseminate useful information without fear of losing competitive advantage

i. Facilitate disclosure of useful information to employees, agents, licensees who can assist in productive use

d. Furthers interests in Personal Privacy (Kewanee & Bonito Boats)
e. Encourage employee mobility

i. Although there is tension with employer’s right to protect investment in resources and integrity of confidential relationship

f. Keep information in the public domain free for everyone’s use

g. Protect information that may not be appropriate for patent protection

h. Keep security precautions reasonable

i. Without trade secret protection, companies would invest a ton of time and money into security precautions and small companies and R&D would be disadvantaged

II. Theory behind TS law

a. Prevailing general duty of good faith (OLD)
i. TS action rests on breach of confidence or improper conduct

ii. Restatement of Torts – 1939
1. It is the employment of improper means to procure the trade secret rather than the mere copying or use, which is the basis for liability under §757

2. Explicitly rejects the theory that one has the right to exclude others from using trade secret because of a property right

3. Protection is afforded by a general duty of good faith and liability rests upon breach of that duty (breach of contract, abuse of confidence)

iii. E.I Du Pont De Nemours Powder Co. v. Masland, p. 75 
1. “The starting point for the present matter is not property or due process of law, but that the defendant stood in confidential relations with plaintiffs.”

2. TS law is about protecting confidential relationships

b. Property rationale (CURRENT)
i. Trade Secrets are a form of property and have characteristics and attributes of property

1. can contract for ownership of it

2. can tax it

ii. Derives from discovery of valuable information

iii. Van Products Co. v. General Welding & Fabricating Co., p. 77

1. “The starting point in every case of this sort is not whether there was a confidential relationship, but whether, in fact, there was a trade secret to be misappropriated.”
III. Sources of Law

a. 3 types

i. Restatement of Unfair Competition – 1995

ii. Uniform Trade Secrets Act – 1979 
1. Now adopted by 41 states

2. Codifies principles of common law trade secret protection

3. Purposes is to make uniform the law with respect to trade secrets

iii. Restatement of Torts – 1939

1. Still permeates law and is often cited
2. NY, NJ, TX, OH use it

b. Distinguishing Unfair Competition/UTSA from 1939 Restatement of Torts
i. Definition of trade secret:  UTSA no longer requires “continuous use in operation of one’s business” by owner of trade secret

1. This allows negative know-how that teaches conduct to be avoided to be protected

2. This means that trade secret can be simply information as to single or ephemeral events 

a. Secret bid for contract

b. Salary of certain employees

c. Date fixed for announcing new policy

3. This ends any formal distinction between trade secrets and ideas that form the subject matter of the idea submission cases

4. UTSA gives broader definition of trade secret

ii. Restatement of Torts separates “hard” trade secrets in §757 from “soft” or “ephemeral secrets” in §759

1. i.e. Trade secrets are different than other secret business information

2. The “soft” trade secrets or ephemeral secrets or business information only got protection against corporate espionage (improper means of acquisition) and didn’t get broader coverage of “hard” trade secrets

3. UTSA imposes liability for wrongful acquisition of trade secret (improper means) and imposes even further liability for subsequence use or disclosure 

iii. Restatement of Torts bases theory of liability on breach of general duty of good faith, not on property right theory.

1. Protection not based on policy of rewarding or encouraging development of secret processes or devices but against breach of faith and reprehensible means of learning another’s secret

iv. Innocent misappropriation

1. Under Restatement of torts §758, there is no liability if innocent misappropriator paid value for trade secret in good faith or changed position in reliance on information

2. Under UTSA, the innocent misappropriator that has changed position is allowed to continue activity but must pay a reasonable royalty for use of information - §2 of UTSA
	1939 RS of Torts
	1979/85 UTSA

(Note that CA statute, p. 57, is very similar)

	§757 – definition of TS/ 6 factors

TS must be “used”

and not “ephemeral”
	1.  broader definition 



	§758 – innocent misappropriation

paid value or reliance/good faith
	2.  actual or potential value; includes negative trade secrets and things that aren’t necessarily “in use” (unlike RS §757)

	§759 – “ephemeral” or “soft” secret information
	3.  must show reasonable effort to maintain secrecy

	
	4.  unified TS definition that applies to both “ephemeral” and “hard” TS


IV. Relationship with other IP regimes

a. In general

i. Trade secret law derives from common law, not federal statutes

ii. It is about protecting information in a broad manner, unlike narrow focus of patent and copyright law

iii. No other regime requires efforts like reasonable effort to maintain secrecy

b. Patent law

i. Kewanee Oil v. Bicron Corp.
1. Federal patent law does not preempt the protection of inventions and other information under state trade secret law

a. Court used the weak logic that it is unlikely that in the area where information is also patentable that an inventor would choose leaky trade secret coverage over strong patent rights

i. Justice Marshall concurred believing that in some cases, the unlimited duration of trade secret protection may be an incentive not to file a patent application

b. If Congress wanted it any other way, they would have already changed it considering trade secret law has been around since 1836
c. Other reasons:
i. Public awareness of trade secret is limited; trade secret laws protect ideas that are not in the public domain; therefore; trade secret law doesn’t take away from the public that which it already has

ii. TS law provides for weaker protection

iii. TS law protects non-economic right to privacy

ii. Disclosing TS in patent application that is granted (becomes public) terminates required secrecy, even if patent later declared invalid

iii. No requirement that trade secret meet a standard of inventiveness 
iv. If patent application is still secret and pending and ex-employee uses trade secret information that is in that patent application, then former employer can recover damages for trade secret misappropriation but only until the time the patent issues (made public); thereafter the former employer could make a patent infringement claim

1. Rohm and Haas, p. 190

a. Court rejected (’s argument that damages should be limited because foreign patent was issued which destroyed trade secret

b. But patent was issued after ex-employee’s disclosure and so doesn’t affect (’s preexisting claim for trade secret misappropriation

v. Trade secrets do not qualify as prior art (because they are secret)

1. Exception

a. Public use of private invention – if the public benefits from an invention that contained materials kept secret by company A, then company A’s use will be given prior art status that hinders company B’s patent.  The secret information will not be considered concealed or suppressed.  
2. But secret patentable process will not operate as disqualifying prior art.

vi. Best mode – 35 U.S.C. §112

1. How much information does one put in the patent application for this subjective requirement?

vii. Bonito Boats v. Thunder Craft Boats, p. 88

1. Supreme Court held invalid under the Supremacy clause a Florida statute that prohibited the use of direct molding to duplicate unpatented boat hulls; it conflicted with federal patent law
a. Only a patent can eliminate inherent risk of competition and only for a limited period of time

b. Federal patent protection would be rendered meaningless if substantially similar state law was available

c. State regulation of intellectual property must yield to the extent it clashes with the balance struck by Congress in out patent laws
viii. Choosing patent law or trade secret law

1. Trade secret

a. Often protects process technology because it is difficult to determine whether a competitor is infringing a patent

b. If reverse engineering is difficult

2. Patent law

a. If product reveals invention

b. If reverse engineering is easy

c. If it is easy to license

ix. Decision whether to patent or protect as TS is harder now that US has the 18-month publication rule for those applications that want foreign protection

c. Copyright law

i. Computer Associates International v. Altai, p. 101

1. A state law claim is not preempted by §301 of the copyright act if an “extra element” changes the nature of the action so that it is qualitatively different from a copyright infringement claim.
2. While claims of unfair competition and misappropriation grounded solely in copying of plaintiff’s protected expression are preempted, claims of unfair competition based upon breaches of confidential relationships, breaches of fiduciary duties and trade secrets are not preempted.

3. Trade secret claim is not preempted by federal copyright law as long as cause of action contains that extra element, that breach of trust or confidentiality

ii. Copyright protects form of information, not information itself

iii. Since copyright protection subsists from creation of a work and is not contingent upon public dissemination, claim of federally copyright is not inconsistent with claim to trade secret protection for information contained in the work.

iv. Registration of copyright not a condition of copyright protection and so won’t reveal secret
d. Trademark

i. Not necessary to compare because that isn’t so much about protecting investment in creation of information but about consumer goodwill

	
	Patent
	Copyright
	Trade Secret

	Source
	35 USC §101 et seq.
	17 USC §101 et seq.
	not defined by federal statute; it is the only kind of intellectual property that is not defined by federal statute; it is defined by state common law

	Exclusivity of Right
	yes
	no – only your expression is protected; only protection against those things that are substantially similar
	no – others can independently develop or discover the same information; protection is not exclusive

	Protects what?
	inventions – novel, non-obvious, useful, etc.  
	creative expression or format
	information (but the law often thinks it is protecting relationships)

	Term
	20 years from date of application
	life of author + 75 years (or + 95 years for institutions)
	potentially perpetual (or until information is no longer secret)

	Defined by
	claims
	the creative work itself
	who knows?  

	Registration/ Examination
	yes 
	yes
	no – you don’t have to register or describe in government document


V. Relationship with other laws

a. State law

i. Breach of contract

1. agreement not to reverse engineer

a. enforceable?

ii. Breach of confidence 

1. appears to be invented for Hollywood
2. involves sharing of an idea without signed nondisclosure agreement

iii. Misappropriation not of TS but of data

1. NBA v. Motorola, p. 107

a. “hot news” narrow misappropriation claim is not preempted by federal copyright law because Congress extended copyright protection only to broadcasts and not the underlying events which it intended to be in the public domain

b. Texas and NY have this type of misappropriation claim

c. Deals with taking information in the public domain (i.e. not trade secrets) in a way that doesn’t pass the smell test

iv. Conversion – theft of intangible property

1. You can claim this for theft of the embodiment of the trade secret:  i.e. defendant has taken the only record/copy of the trade secret

2. But usually TS is about taking of a copy

v. Unfair competition

1. Bonito Boats v. Thunder Craft, p. 95

a. Unfair competition is about preventing consumer confusion by disallowing copying of non-functional aspects that have acquired secondary meaning

b. The plaintiff has the right not to lose his customers through false representations that those are his wares which in fact are not, but he may not monopolize any design or pattern, however trifling.

vi. Breach of employee/employer relationship

1. fiduciary duties of managers

2. duties of loyalty – looking at activity before employee leaves to compete (i.e. using information to cherry-pick best employees to take to competitor)
b. Antitrust

i. Trade secret protection, like other forms of intellectual property, can potentially be misused in a way that results in an antitrust violation
ii. Examples

1. TS license used to support territorial restriction but information exchanged doesn’t qualify for TS protection

2. TS litigation used as a means to push out a competitor to monopolize a given market where claim is devoid of content

a. CVD v. Raytheon, p. 285

i. ( CVD brought anti-trust suit against Raytheon for threatening litigation to exact a license agreement and royalty payments for use of cvd process that ( claimed was not a trade secret

ii. court invoked the rule that assertion of a trade secret claim in bad faith, in an attempt to monopolize, can be a violation of antitrust laws

iii. but that antitrust ( must prove by clear and convincing evidence that ( asserted trade secrets with the knowledge that no trade secrets existed

3. Hybrid patent/TS license where trade secret protection used to extend patent term or collect royalties beyond patent expiration

a. If this hybrid license is to be valid, royalty payments must drop significantly at end of patent term and there must be substance to TS

VI. ELEMENTS of trade secret for CIVIL LIABILITY purposes:
a. Definitions:

i. Pooley’s elements, p. 118

1. Information

a. Concrete

b. Reasonably defined

c. Excludes employee skill

2. Value

a. Actual or potential usefulness

b. Derives from Secrecy

c. Reflects competitive advantage

3. Secrecy

a. Not readily ascertainable

b. Not generally known

c. Reflects “novelty”

4. Efforts to maintain secrecy

a. Nature and extent of threat

b. Value of secret

c. Cost of efforts

ii. Restatement of Unfair Competition §§39-45
1. Any information that can be used in the operation of a business or other enterprise and that is sufficiently valuable and secret to afford an actual or potential economic advantage over others.
iii. Restatement of Torts – 1939

1. Looks at 6 factors to determine whether information is a trade secret

a. Extent information known outside of business

b. Extent information is known by employees and others involved in the business

c. Extent of measures taken to guard secrecy of information

d. The value of the information to him and competitors

e. The amount of effort or money expended in developing information

f. The ease or difficulty with which information could be properly acquired by or duplicated for others
b. Subject matter or information:
i. formula, pattern, compilation of data, computer program, device, method, technique, process, or other form or embodiment of economically valuable information.

1. Can relate to technical information 
a. Research and development

b. Patentable subject matter

2. Can relate to business information

a. Strategic plans
b. Customer lists

c. Customer data

d. Employee salaries/benefits plans

e. Nonprofit entities can claim trade secret protection for economically valuable information such as lists of prospective members or donors

i. Religious Technology Center v. Netcom, p. 135

1. Religious materials are not excluded from trade secret protection merely because of their nature and can be protected if it is secret and has independent value.

2. The materials in this case had independent value because the church licensed it out which gave money for operating expenses

3. Must be concrete
a. Not abstract scientific theory

b. Not general areas of information, but more specific

4. Does not include employee’s general skill, knowledge, training and experience (even if acquired or enhanced through resources of former employer)
a. Employee can take personal skills to work for competitor

b. Hard in technical cases to distinguish personal skill from trade secret information

c. This rule to strike balance with employee mobility

d. “Any other rule would force a departing employee to perform a prefrontal lobotomy on himself or herself.”

e. Van Products Co. v. General Welding, p. 77

i. Certain items listed as trade secrets by the lower court were not because they were departing employees general knowledge, skills, and experience

1. customer lists were mere distillations of commercial lists created by general knowledge that users of compressed air are potential customers for air driers

2. “know-how” was vague conclusion that included general skills

ii. Dynamics Research, p. 155

1. Plaintiff not allowed to restrain ex-employee’s use of knowledge gained while working for plaintiff on computer system

2. Nondisclosure agreement cannot make secret that which is not a secret

3. Nondisclosure agreement didn’t put defendant on notice of what was a trade secret

5. No requirement relating to the duration of the information’s economic value
a. can be a single event (secret bid) or
b. can be information capable of continuous use in operation of business.

6. No requirement for novelty

a. Kewanee v. Bicron
b. Actually a smidgeon of novelty is required but it doesn’t have to be proved because if you prove secrecy, then novelty is automatically implied

7. Must be reasonably defined and specific
a. AMP, Inc. v. Fleischhacker, p. 121

i. Stands for this proposition (great (’s case)
ii. AMP consistently failed to identify any particularized trade secrets actually at risk

1. instead produced only long lists of general areas of information which contain unidentified trade secrets

2. general customer information and pricing scheme is not trade secret

iii. AMP should have protected its interests with a reasonable restrictive covenant not to compete but cannot now use trade secret law to accomplish this purpose

iv. Court criticized AMP because it was 

1. Too general (by category)

2. Too evasive (no specification just because nondisclosure contract signed)

3. Swamping the court with “internal information”

4. “Jargoning’ of the obvious

c. Value because of secrecy
i. TS must provide actual or potential economic value – meaning advantage over others who do not possess the information.

1. Independent value 
a. Means value from the secrecy, not just the inherent value of the product or process itself

2. This value need not be great (little value or small value)

a. It is a threshold level of value needed to show existence of trade secret, not value needed to prove damages

3. Sufficient if secret provides an advantage that is more than trivial
4. Must look behind product to see if real success attributable to the trade secret

a. Dynamics Research, p. 155

5. Negative-know how has value

a. Types of value

i. Saved time

ii. Saved money

iii. Better end result

iv. Less risk – have already done the process before

b. Judges hate this because

i. Past experiments are often poorly documents

ii. Because things can easily go wrong during experimentation, why should these things get protection?

iii. Hard to understand experimentation
d. Secrecy

i. Information cannot be generally known or readily ascertainable through proper means
1. Generally known – referring to others to whom information has potential economic value; not general public
2. Information is not readily ascertainable if it would be difficult, costly, or time-consuming to get

a. Ways to prove that information is not readily ascertainable

i. Protections taken to preserve secrecy

ii. Willingness of licensees to pay for disclosure

iii. Unsuccessful attempts by defendant to duplicate information by proper means

iv. Resort of defendant to improper means of acquisition

ii. Secrecy need not be absolute

1. Confidential disclosures to employees or licensees will not destroy trade secret status

2. Independent discovery by one who maintains the secrecy of information will not preclude relief against 3rd party 
3. Metallurgical Industries, p. 145 (good (’s case)
a. Disclosing modifications of furnace for carbide reclamation to a furnace manufacturer doesn’t destroy value of trade secret – this limited disclosure is ok

i. Disclosures weren’t public announcements

ii. Disclosures made to further Metallurgical’s interests

iii. But plaintiff was sloppy and couldn’t show evidence of confidential relationship in writing.  But the court implied an obligation of secrecy.  
1. Secrecy can be reflected in generalized dealings and understanding.

iii. Combinations with generally known elements
1. Even if all the individual components of a combination trade secret are well-known, the secret combination, compilation, or integration of individual elements can be protected
2. Metallurgical Industries, p. 145 (good (’s case)

a. The unified process, design, and modified operation of carbide reclamation was unknown to the industry (even though the individual technologies of chill plates, multiple crucibles, pump filters, and unitary graphite heating elements are public knowledge) and ( demonstrated that its combination had value and value from being secret
b. Showed that the reverse engineering by hindsight defense didn’t work so well for defendants
3. Rohm and Haas, p. 183

a. Court rejected (’s defense that ( didn’t have viable trade secret because all individual elements of (’s process were widely known in trade

b. “even though each and every element of (’s process is known to the industry, the combination of those elements may be a trade secret if it ‘produces a product superior to that of competitors.’”
e. Reasonable Efforts to Maintain Secrecy

i. Some reasonable efforts

1. Physical security to prevent unauthorized access

2. Procedures to limit disclosure on “need to know” basis

3. Measures that emphasize to recipients that information is confidential

a. Contracts
i. Nondisclosure agreements

ii. Noncompete agreements

1. These are subject to rules on restraint of trade

a. Duration 

b. Geographic scope

c. Reasonably related to trade secret owner’s interests

b. Signs

c. Restrictive legends

ii. May be independent requirement or an element to be considered with other factors relevant to existence of a trade secret

1. i.e. if value and secrecy of information are clear, evidence of precautions taken may be unnecessary

iii. Also relevant as to 

1. whether defendant possessed knowledge necessary for imposition of liability,

2. whether particular means of acquisition are improper

3. whether accidental disclosure results in loss of trade secret rights

iv. Is increasingly important in modern trade secrets and failure of ( to take reasonable efforts to protect secrecy might act as a bar at the summary judgment stage for not meeting some minimum threshold of effort.
v. “Reasonable” means just that:
1. E.I. DuPont deNemours – it was not reasonable to expect plaintiffs to protect trade secret chemical process from aerial photography

a. We don’t want super expensive self-help

b. Need to provide legal means of redress

2. Rockwell Graphic Systems v. DEV, p. 254

a. “If trade secrets are protected only if their owners take extravagant, productivity-impairing measures to maintain their secrecy, the incentive to invest resources in discovering more efficient methods of production will be reduced, and with it the amount of invention.”
VII. Proper means of Acquisition
a. Independent discovery 
i. This is a defense 

ii. Show co-ownership in TS by truly independent development

b. Reverse Engineering
i. Analysis of publicly available product

ii. Chicago Lock Co. v. Fanberg, p. 175

1. Holding – 9th Circuit reverses trial court’s injunction against defendant’s publication of lock codes (assumed to be trade secrets)

2. Facts – locksmiths could pick lock and record key code along with serial number of customer’s lock; defendant wanted to publish a manual of these codes listed by serial number to make it much easier and less expensive to open the tubular lock

3. “A lock purchaser’s own reverse-engineering of his own lock and subsequent publication of the serial number-key code correlation, is an example of the independent invention and reverse engineering expressly allowed by trade secret doctrine.”

iii. California’s modifications to UTSA expressly states that reverse engineering shall not be considered improper means

1. additionally, information gained through reverse engineering can be that person’s trade secrets

c. Accidental disclosure

d. Analysis of published materials

e. Observations made in public view

VIII. Misappropriation of Trade Secrets

a. Liability is appropriate where defendant acquired by improper means information that he knows or has reason to know is a trade secret of another 
i. This is industrial espionage
ii. This is LEFT-SIDE OF CHART ON p. 182

iii. What is “improper means”
1. There is no absolute standard discussed by the courts because what constitutes improper means is fact specific and often depends on the actors and situation involved.

2. Nonexclusive list includes:
a. theft

b. fraud

c. unauthorized interception of communications

d. inducement or knowing participation in breach of confidence

i. University Computing Company v. Lykes, p. 239

1. (s bribed (’s employee to steal copy of computer system

e. other means either wrongful in themselves (crime) or wrongful under the circumstances (unethical)

i. E.I. DuPont deNemours & Company v. Christopher, p. 131

1. Aerial reconnaissance of a construction site to discover chemical process while building was being built was not wrongful in itself (crime or illegal activity), but did constitute improper means
3. Dumpster Diving

a. Tennant Company v. Advance Machine Company, p. 209

i. Suggests that dumpster diving is not right because there is an expectation of privacy that is reflected in the facts of the case
1. trash bundled in sealed garage bags

2. trash in covered containers

3. 4th amendment says there is a reasonable expectation of privacy in this garbage

b. Most courts approach this in that it doesn’t feel right to be sorting through trash in search of documents

4. Difference in treatment when it is government involved

a. Courts will not call aerial reconnaissance improper means if it is the government involved in the litigation (4th amendment implications)

i. Dow Chemical v. United States
1. Dow Chemical lost when government (EPA) got data from space between its buildings

b. Dumpster Diving

i. No reasonable expectation of privacy in trash for 4th amendment purposes

ii. Once you put your garbage beyond the end of the sidewalk (the curtilege), the government can do with it what it wants to, even if it is bagged and covered – see California v. Greenwood
5. Raiding

a. Movement of a significant group of employees from one employer to a competing employer
b. This constitutes improper means if one desires to bring over trade secrets through the ex-employees

i. Sometimes it isn’t the sheer number of employees but the knowledge distribution of the group (hiring one person from each relevant research group)

c. Bancroft Whitney v. Glen, p. 255
d. Rohm and Haas, p. 183

i. Strong inference that (’s ex-employee Harvey hired just for his knowledge of (’s trade secret paint manufacturing process and recipe
6. Intentional memorization

a. Although some cases find that this is distinguishable conduct because information not on disk or paper (see Restatement 2nd of Agency §396 which allows this conduct), the modern rule is that

i. To the extent you went to the trouble of memorizing the information, this is evidence that material memorized actually is a trade secret.

iv. What is “has reason to know” or constructive knowledge?

1. Rohm and Haas Co. v. Adco Chemical, p. 183
a. This case shows how knowledge of trade secret misappropriation can be inferred in the facts of the situation

b. Facts

i. Rohm and Haas had strong trade secret in its “second generation” latex paints that took 7 years to develop
ii. Employee Joseph Harvey involved in R&D; he signed a non-disclosure agreement and Rohm and Haas took reasonable security measures to ensure secrecy of its paint formula

iii. Defendant Adco hired Harvey to help make competing product and Harvey ended up handing over (’s trade secret

c. Analysis

i. Court found that Defendant Adco either knew or definitely should have known that Harvey misappropriated the trade secret.  Why?

1. He wasn’t a college graduate
2. He was dumb – messed up calculations that he was trying to do from memory, not skill

3. He was frequently unemployed

4. He was excessively compensated

5. He was referred to Adco by someone with insider knowledge of (
6. He was hired after just one interview

d. Inference is that ( hired Harvey just to get at (’s trade secrets; knowledge is inferred
b. Use or disclosure of trade secret without consent and at the time of use or disclosure, defendant 

i. knew or had reason to know information is TS acquired under a duty of confidence 
1. Duty of confidence owed if

a. Person made express promise of confidentiality prior to disclosure – non-disclosure agreement
b. Confidential relationship can be implicit
i. Special case of employee-employer

1. Employees have a general duty of loyalty and duty not to reveal employer’s confidential information regardless of trade secret law

2. So non-disclosure agreement is helpful but not necessary to establish a confidential relationship

ii. Trade secret disclosed under circumstances in which relationship between parties or other facts justify the conclusion that at the time of the disclosure 

1. the person knew or had reason to know that disclosure was intended to be in confidence

a. i.e. licensing

2. other party was reasonable in inferring that person consented to obligation of confidentiality

iii. Smith v. Snap-on Tools
1. outlines limits of implied confidential relationship

2. no confidential relationship for unsolicited, gratuitous, one-sided disclosure
ii. knew or had reason to know that information acquired directly through improper means (see above for this)
iii. knew or had reason to know information is a trade secret acquired indirectly from or through a person who acquired it by improper means (above) or whose disclosure of trade secret constituted a breach of a duty of confidence owned to TS owner
iv. knew or had reason to know that information acquired through accident or mistake, unless trade secret owner failed to take reasonable precautions to maintain secrecy of information

1. see also §758 of Restatement of Torts – 1939

a. no liability for disclosure or use without notice of secrecy or mistake (innocent misappropriation)
b. liability for disclosure or use after given notice of secrecy or mistake unless there was great reliance in good faith and a change in position such that liability would be inequitable or paid value for trade secret
2. UTSA says that after you are put on notice (constructive or actual), if you have incorporated information into your business (changed your position in reliance) then you will be exposed to reasonable royalty payments, but not an injunction.

v. “Use or disclosure”

1. For the right hand side of the chart on p. 182, misappropriation requires use or disclosure.

2. Use can be both

a. Direct or

b. Indirect

i. Modification or improvement of the secret

1. There can be liability for trade secret misappropriation even if the defendant did not use the trade secret in exactly the same form as he received it.

2. Differences in detail do not preclude liability if the defendant’s process or product is derived substantially from owner’s trade secret

3. Extent of modification or improvement, however, may affect computation of damages or profits for which defendant is liable

ii. American Can Co. v. Mansukhani, p. 203

1. District court used “practical similarity” test to enjoin defendants whose inks were substantially and practically the same as the (s
2. 7th Circuit said that although similarity is appropriate to look at in derivation cases, the district court failed to keep in mind the narrowness of the (s trade secret protection

a. Similarity to prove derivation has a small role where trade secret is thin
b. The (’s inks were guaranteed to be similar to (s even if independently researched and discovered – so no strong inference from similarity

c. Injunction must be limited to preventing defendants from infringing only (’s genuine TS and should not be broader

iii. If a product that is highly complex, very creative, and invention is produced very quickly by (, there may be a strong inference of derivation

1. compare actual record of ( with predicted research and development path of honest competitor and note the leaps in success

IX. Inevitable Disclosure
a. A plaintiff may prove a claim of trade secret misappropriation by demonstrating that defendant’s new employment will inevitably lead him to rely on plaintiff’s trade secrets.

i. however the mere fact that someone assumes a similar position at a competitor does not, without more, make it “inevitable” that he will use or disclose trade secret information

ii. works well for business plan types of cases but may not work as well for technology cases because it is easier to compartmentalize information
b. Law allows injunctive relief for “actual or threatened misappropriation” of a trade secret
c. Inevitable disclosure is different from (’s likelihood of misappropriation

i. Inevitable disclosure – some language says it can be applied even when there is good faith on part of ( and no actual evidence of TS misappropriation. 

1. It is “he can’t help it.”

2. Can’t exclude TS information from mind.

3. Cannot work for competitor because risk of disclosing former employer’s trade secrets is too high

ii. Likelihood of misappropriation – claim by (; involves some notion of establishing intent of (, (’s past conduct, or circumstantial evidence of causation.

1. It is proof of intent + conduct.

d. Factors to consider:

i. circumstances surrounding termination

ii. importance of employee’s job or position

iii. type of work performed by employee

iv. kind of information sought to be protected and the value of the information or the need of the competitor for it

v. degree of competition between former and new employer

vi. new employer’s efforts to safeguard former employer’s trade secrets

vii. former employees forthrightness in activities before and after accepting his job

viii. degree of similarity between employee’s former and current position

e. PepsiCo Inc. v. Redmond, p. 219

i. 7th Circuit affirmed injunction that prevented former PepsiCo employee Redmond from assuming any duties at Quaker relating to beverage pricing, marketing, and distribution based on the inevitable disclosure doctrine.

f. Merck & Co. Inc v. Lyon, p. 229

i. Merck seeks and gets narrow injunction based on threatened misappropriation under theory of inevitable disclosure.

ii. Merck doesn’t seek to prevent Lyon from working in his general area of expertise but to prevent him from working on a particular product, Zantac 75.  

iii. If trade secret is clearly established and possibility of disclosure is high and value to competitor is great, an injunction can issue even if there has been no bad faith or underhanded dealing by the former employer or competitor.
iv. It is clear that the judge is trying to impose the least amount of burden on the defendant and still prevent inevitable disclosure

X. Ownership of Rights in Trade Secrets

a. Ownership is a strange concept because you can own a trade secret that someone else can potentially own at the same time 

i. Comments to UTSA §1 indicate that different independent developers can acquire rights in the same trade secret

ii. Kewanee – “If a particular individual had not made a particular discovery, others would have, and in probably a relatively short period of time.  If something is to be discovered at all, very likely it will be discovered by more than one person.”
b. Employer-employee context

i. Invention assignment agreements 

1. General rule – in the absence of a contrary agreement, the law assigns ownership of an invention or idea to the person who conceives it. See Restatement §42(e), p. 21

2. Common law rule – the employee owns his own invention
a. An employee is ordinarily entitled to claim ownership of patents and trade secrets developed outside the scope of the employee’s assigned duties, even if the invention or idea relates to the employer’s business and was developed using the employer’s time, personnel, facilities, or equipment.

b. But if the employee uses employer resources in developing the idea, then the employer has a shop-right which is a non-exclusive and non-transferable license to use the employee’s invention 

c. Contrast this with copyright law where the rules are statutory and the issue is whether it was a work for hire in which case the employer owns it.  

i. The agreement that it be a work for hire is especially important where the worker is not a regular employee but an independent contractor

3. Common law rule – BUT hired to invent doctrine says that information acquired through employee’s assigned duties is owned by employer, even if information results from the application of the employee’s personal knowledge or skill

a. Assigned duties are often found in written contracts which are very important to avoid litigation.

b. Can be implied in-fact assignment contracts where employee gives up ownership rights to employer

c. Gerald Banks v. Unisys Corporation, p. 163

i. Fed Cir. vacated district court’s grant of summary judgment for corporation on basis that district court erred in deciding there was an implied-in-fact assignment contract with employee; there was a material dispute of fact as to agreement between employer and employee – i.e. no tacit understanding of assignment of rights to employer
ii. District court failed to analyze the impact of the employee’s failure to sign the general assignment contract (even though he signed assignment contracts with respect to patents…)

d. Ingersoll-Rand Co. v. Ciavatta, p. 168

i. Lists common law rules

4. Hold-over clause
a. Special assignment clause that allows former employer to own inventions of former employee for a certain period of time after employee’s termination

b. Pro

i. It is difficult to prove misappropriation otherwise

ii. It is difficult to prove employee’s breach of duty to disclose

iii. A bit like non-compete agreements in trying to use contract to avoid litigation

c. Con

i. The more specialized the employee is, the more the restriction will interfere with finding a job anywhere else – looks like non-compete clause

d. Ingersoll-Rand Co. v. Ciavatta, p. 165

i. Appellate court held 1 year hold-over clause to be unreasonable after applying 3- part reasonableness test

ii. Hold-over clause is reasonable if

1. It is no greater than necessary to protect a legitimate interest 

a. i.e. it does not extend beyond protection the employer reasonably requires

2. It isn’t unduly harsh or oppressive on employee

a. i.e. it does not prevent the inventor from seeking other employment)

3. It is not injurious to public

iii. In this case, the employer was not hired to work on roof stabilizers.  The data he needed for his sketch was publicly available and he didn’t use any trade secrets of the company in inventing his design.

iv. Court also made dangerous comment on p. 172 that holdover agreements may under certain circumstances exceed the limitation of trade secrets

1. other courts have jumped on this to support notion that you can use contract to protect things that don’t rise to level of trade secret status

ii. Cal. Labor Code §2870, p. 162

1. Assignment agreements will not apply to inventions developed by employee: 

a. Entirely on own time and

b. Entirely with own equipment 

2. EXCEPT for those inventions that 

a. relate to employer’s business OR
b. result from work performed by employee for employer

3. This is a typical state statute for garage inventions and was enacted because of pressure from the small inventor lobby

4. Note that if an employee is working on something independently (and therefore is expecting to own invention) and his company employer is acquired by another company so that the employee’s invention is now related to line of business, the agreement should be limited to the business of the company as it was at the time the contract was signed.  

iii. Cal. Labor Code §2871, p. 162

1. Employer can provide in contract that employee disclose all inventions made solely or jointly with others during term of employment
2. Employer can contract for full title to patents and inventions

c. Joint Development Projects
i. Joint ventures, partnerships, outsourcing relationships, vendor/vendee relationships, etc.

ii. It is often hard to avoid the problem of mysterious movement or migration of high level bits of data after companies try to negotiate licenses or business proposals even though nondisclosure agreements have been signed.

1. IBM wanted to be able to assess other companies but also protect itself from litigation over misappropriation

2. Residuals clause – 

a. Often found in nondisclosure agreements where receiving party has a lot of power

b. Disclosing party gives up trade secret misappropriation claim based on the fact the receiving party may remember secret information

i. But disclosing party can still make a claim for intentionally memorizing data.  

iii. Use contract to help define what intellectual property is being created jointly and who owns it
XI. CONTRACTS

a. General issues

i. Enforceable contracts even though trade secret has become public:

1. Aronson v. Quick Point Pencil Co.
a. Point:  State law is not displaced merely because the contract relates to IP which may or may not be patentable; states remain free to regulate use of such IP in any manner not inconsistent with federal law (Kewanee)
b. Holding:  Even though the trade secret was no longer secret, ( had to continue to pay 2.5% royalty fee for which it contracted
c. Analysis

i. ( knew that patent might not issue and still contracted for royalty payments 

1. expressly provided for deescalated payment (5% to 2.5%) if patent not issued

ii. ( was able to get first mover advantage 
iii. There is no adverse impact on patent system

ii. Warner-Lambert Pharmaceuticals v. Reynolds
1. Holding:  Under enforceable contract, Warner-Lambert had to keep paying royalties for use of now-public Listerine formula, as long as they still made sales
2. Analysis:

a. Warner got what they bargained for – a head start in market
b. The contract was not unenforceable because it was not in perpetuity

i. If Warner wanted to cease paying royalty, it just had to stop selling Listerine

ii. No need to imply a reasonable term to the contract

iii. Obligation to pay is not co-extensive with the secrecy of the information (unless of course the contract requires secrecy for payment).  There is freedom to contract for use of trade secret even after it remains public.  Type of payment (up front or continuing royalty based on sales) all depends on what parties agree to.  
b. Non-disclosure agreements

i. Main reasons to have them

1. Helps the company establish that it is taking reasonable efforts to maintain secrecy of trade secrets

a. Courts are increasingly issuing summary judgment for (s where (’s don’t have nondisclosure agreements for employees

2. Can use it to define ownership

a. Defines the employee as one who is hired to invent

3. Helps prove that there are trade secrets to be protected

a. Practical because jury likes seeing it

ii. Other reasons to have them

1. Provides notice to someone

a. Makes it more likely they will comply with the law

b. Makes it more likely that employees will protect information

2. Avoids litigation

a. Don’t have to wait for court to find an implied confidential relationship

3. Can assert a breach of contract claim in addition to common law trade secret misappropriations claim

4. Puts new employers on notice that new employee had a confidential relationship with former employer
iii. Generally, nondisclosure agreements can last forever.

c. Invention Assignment agreements

i. See example of one in section 8 of materials
1. ¶ 1 – shows employee is hired to invent

a. inventions belong to employer

b. This is where a hold-over clause would be

2. ¶ 2 – disclosure section

3. ¶ 3 – prior invention disclosure

a. to avoid fighting about who owns what later

4. ¶ 4 – explicit operative assignment clause

5. ¶ 5 – assignment of rights to all IP, including moral rights

6. ¶ 6 – agreement to assist company to obtain IP protection
7. ¶ 7 – creates relationship of trust and confidence

a. this is the nondisclosure part of the contract

b. defines what is confidential

8. ¶ 8 – agreement of employee not to bring into employment the trade secrets of others

a. prevent infection of information base with confidential information of others

b. this would be entirely separate contract if there was an issue of inevitable disclosure

d. Non-competition agreements

i. To have an enforceable agreement, there must be
1. a protectable interest 
a. Courts usually find protectable interest

b. But not when employee isn’t in inner sanctum of information and only reason for contract is retention of employee

2. agreement must be

a. reasonable in time
i. 6 months until 3-5 years has been deemed reasonable
ii. But it depends on the context
1. one year might be unreasonable in the internet context
b. reasonable in geographic scope
i. reasonable if coextensive with employer’s good will
ii. Problem is that most corporations are known in both national and international markets
c. reasonable in scope of business area
i. Can’t prevent employees from competing in another area of business, even within the same general industry
ii. Blue-pencil rule:  a court may not hold the entire contract unenforceable if a term is unreasonable but may just correct the term 
1. Note that some states may just hold the entire contract unenforceable without a chance to get it right
iii. So choice of law is very important
1. Rule:  Choice will be honored as long as there is a substantial relationship with that area and choice won’t work some substantial injustice
2. Companies will want to choose the law that most aggressively enforces non-compete agreements
3. California Professions Code §16600
a. Non-compete agreements are unenforceable and invalid

4. Application Group v. Hunter Group
a. Maryland computer consulting resident recruited to new California based employer but had signed a non-competition agreement with her former MD based employer
i. Hunter sued in MD for breach of covenant not to compete but lost for failure to present evidence of damages

b. California case continues and CA court invalidates the non-competition agreement (even though it was valid under MD law and signed by a current MD resident)

i. CA expressed its strong public policy for employee mobility

ii. CA has a materially greater interest in determination of the issue:  employee mobility more important than competitive business interests

c. The invalidation was probably easier to make here because Hunter admitted to using non-competition agreement to retain employees and not protect trade secrets

i. But CA public policy will override a state’s interest in protecting trade secrets through use of non-competition agreements because there are other ways to protect trade secrets

5. General lesson

a. If on employee side – stay in state court

b. If on employer side – remove to federal court

iv. Policy behind Non-compete agreements
1. Makes it more likely that secrets will remain secret

a. It makes it more likely that employees will remain

2. Protection avoids litigation

3. Keeps salaries of employees lower because it affects competition for employee skills (but only in industries with limited pool of talent)

e. Licensing contracts and Anti-trust issues
i. Trade secrets have been used to support arrangements that would otherwise be illegal under antitrust law

1. You can’t use a trade secret in a licensing contract to extend the term of royalty payments for a patent beyond its 20 year term

2. Cross-licensing purported trade secrets with agreement not to move into certain markets when really there are no trade secrets at all and it is all one big sham

XII. Unsolicited idea submissions

a. Suggestions for new or improved products submitted to manufacturers

b. Plaintiffs seeking compensation rely on contract claims with express or implied-in-fact promise to pay for submission

c. Courts look at

i. Relationship between submitter and recipient
ii. Prior dealings between parties

iii. Industry customs

iv. Recipient’s solicitation or opportunity to refuse disclosure

d. Burten v. Milton Bradley Co.
i. Point:  Contract drafting did not make it absolutely and explicitly clear that there was no confidential relationship between unsolicited submitter and company 
1. MB’s contract only said there was “no relationship” but didn’t say there was no “confidential relationship”

2. So inventors won TS misappropriation case

ii. Point:  You can use contract law to explicitly negate the formation of any confidential relationship when an inventor makes a submission and therefore bar any misappropriation claims
XIII. Trade Secret Protection Programs

a. Self-help

i. The law requires reasonable efforts to maintain secrecy of information

ii. Not only is this part of a smart and practical management system, but it is an element of proving existence of a trade secret

iii. This may be hard because there is resistance to protecting information

1. philosophy:  

a. employees come from academia where compensation is driven by publication

b. leaky protection systems, such as that in Silicon Valley, may have helped to spawn great technology through exchange of information

2. physically:  

a. How do you achieve security when people work in cubicles?

b. Open-door policies don’t help much

b. Primary objectives to trade secret protection program

i. Prevent or minimize actual loss
ii. Deter carelessness and theft

1. Make sure employees are attentive to value of information

2. Build moral among employees – team feeling

iii. Demonstrate reasonable efforts

c. Principles 

i. Inventory

1. if you know what information you have that needs to be protected, you can adjust security accordingly

a. goes towards reasonableness of methods

2. make decisions on patent v. trade secrets

3. determine educational efforts needed for employees, specifically which departments

4. take account of both assets and risks

ii. Keep the protection program appropriate to line of business

iii. Have someone responsible for managing the protection program

iv. Review the system (and get employee feedback)
v. Simplicity
1. Don’t go nuts on having various levels of protection

a. i.e. range from confidential, restricted, company private, secret, top secret

b. people get confused and overwhelmed and it is unclear what these terms mean in relation to each other

2. Anything more than 3 levels of protection is chaos

a. Employees either default to higher level of confidentiality OR

b. Ignore all confidential warnings altogether

d. What about over-designation?

i. Rockwell Graphic Systems v. DEV Industries, p. 249

1. There is no doctrine like the patent misuse doctrine in TS law.

2. Judge Posner:  “It is immaterial that Rockwell affixed the same legend enjoining the user to confidentiality in its assembling drawings (non-TS) as it did to its piece part drawings (TS).”

3. There are number of “innocent” explanations for Rockwell’s action in “overclaiming” trade secret protection

a. Excess of caution

b. Uncertainty as to scope of TS protection

c. Concern that clerical personnel couldn’t distinguish between assembly and piece part drawings 

d. Sheer economy of uniform policy

e. Avoiding (’s argument that he was impermissibly sloppy in efforts to keep piece part drawings secret 

e. Protection Program

i. Facilities
1. Get rid of the guest sign-in ledgers

a. Too easy for competitors to see who was calling 

b. Have guests sign a unique piece of paper or 

c. Do it electronically

2. Build fences

3. Lock filing cabinets

4. Escort visitors

ii. Legends on Documents and files

iii. Electronic communications systems
1. Put some secrecy measures in place

2. Hard to do because of portability now

iv. Publications
1. Watch the website – don’t slip there
v. Contracts
1. nondisclosure agreements for employees

2. have someone responsible for deciding when to change the nondisclosure agreement

3. have someone responsible for deciding whether to sign the nondisclosure agreements of other companies

4. have someone responsible for whether documents are destroyed and when

vi. Education
1. This is the most cost effective protective measures

2. Make sure employees understand the value of information and have them aware and thinking about the situation

vii. Employee Hiring
1. Watch out for infection with the trade secrets of others!

2. Watch out for inevitable disclosure

a. Employees often think they are doing a new employer a favor by brining information with them

b. Pressure for a new employee to perform right away

i. Manage them to ensure no TS leaks from competitors

c. Screen employees for infecting information

i. Check backgrounds

ii. Educate on what they can and cannot do

viii. Employee Termination
1. Misunderstanding and bad feelings can allow a lot of information to leak out when employees leave
2. Have someone responsible for this

a. Freeze accounts

b. Check employee’s area before he leaves

3. Educate on the way out

a. Reminder of continuing obligation to protect company’s trade secrets

b. Have them sign a document to this effect

i. Issues here involve

1. Is termination contract much more specific than what was originally signed on the way in?

2. Negative inferences for not signing

ix. Consultants and Temps
1. It is a lawsuit waiting to happen

a. Work for competing companies at the same time

b. Infect themselves over and over trying to juggle closely related information

2. Wall off consultants
x. 3rd Party issues
1. Makes sure that the following people will be keeping trade secrets secret

a. Customers/vendors

b. Joint venture partners

i. Define information that is brought in and who will take it away

c. Competitive intelligence

i. Management must watch for overzealously

1. Don’t want to misappropriate the TS of competitors

2. Watch for “research” v. “spying”

XIV. Employee Preparations to Compete
a. While mere preparations to compete before resignation are not a breach of fiduciary duty, it is the nature of these preparations that is significant and that can give rise to liability

i. Issue is always whether actions or omissions (failure to disclose preparations to compete) constitute a breach under general principles applicable to performance of position of confidence and trust

ii. Comment e of R2A §393:  provides that an agent can make arrangements to compete with his principal even before the termination of the agency, but that he cannot 
1. properly use confidential information peculiar to his employer’s business and acquired therein. 
2. solicit customers before the end of his employment 
3. do other similar acts in direct competition with the employer’s business

4. either before or after leaving the employment, cause fellow employees to break their contracts with the employer.

5. There is large uncertainty in this area – it depends on how much preparation you do.  

iii. What is allowed:
1. incorporation of a new company

2. leasing space

3. reservation of a telephone number

4. printing stationary

5. putting together a business plan on own time
b. Bancroft-Whitney Co. v. Glen, p. 255
i. ( Bender used the inside knowledge and confidential business information provided by ex-employee Glen (who continued to occupy a position of trust with () to solicit more than 20 officers, directors, and trained employees of (.
ii. Court finds Glen breached fiduciary duties to ( as matter of law
1. consistent course of conduct to get employees to competitor

2. misleading former employer into believing there was no danger of raiding

3. suggested 2 step salary increase so that it would be harder for ( to retain employees

4. disclosed confidential salary information to competitor to facilitate raiding

c. Fowler v. Varian Associates, p. 265

i. Although making preparations to compete are ok, actually competing with present employer is a breach of loyalty

1. “While CA law does permit an employee to seek other employment and even to make some preparations to compete before resigning (see Bancroft v. Glen), California law does not authorize an employee to transfer his loyalty to a competitor.”

2. Employer is entitled to undivided loyalty
XV. Prelitigation Strategies

a. Potential Plaintiffs
i. Define objectives and measure potential costs

1. objectives include 
a. what type of relief sought?

i. TRO

ii. Order prohibiting destruction of documents

iii. injunction against using secret information 
iv. injunction against calling on customers

v. recovery of damages
2. costs include 
a. money
i. can range from $25K to $5M

b. time

i. client will have to spend a lot of time with lawyer; 

ii. it is about relationships and protection programs

c. diversion of attention from business or scientific projects

d. employee morale

i. this could cut both ways

1. idiot for not going after departing employees or

2. angry for persecuting friends in big brother management style

e. customer irritation and negative publicity

f. exposure to cross claims

ii. Understand primary motivations to file suit

1. Look beyond emotion

2. Should be a legitimate concern for protecting trade secrets

3. Watch out for ego, greed, revenge, and scapegoating

iii. Consider alternatives to litigation

1. write ( letter to remind of obligation; make ( fear litigation

2. one-on-one contact between executives and/or directors

3. what you are willing to accept in settlement

4. possible criminal case?

iv. Act fast in cases with enormous and irreparable loss (rare)

1. imminent publication of TS

2. someone with proper access to TS is all of a sudden going into a business relationship with a competitor (someone who could enormously benefit from information)

v. If there is time, investigate and prepare

1. You want to investigate well before filing trade secret litigation because you are exposing yourself to a cross-claim of anti-trust violation

a. CVD v. Raytheon, p. 285

i. In this case, the ( brought antitrust suit after being forced into a ts license through threat of litigation by (
2. Also Rule 11 and state sanctions for not doing an adequate investigation before bringing suit

b. Potential Defendants

i. Goal:  to stop litigation at all costs
1. Learn about (s and plot strategies designed to engage them in discussions

2. talk talk talk talk talk talk talk 

a. This will get emotions to come down because ( always assumes the worst

b. Do it in a neutral location

ii. What if you have (’s confidential information?

1. Get it away from your client

2. Return to owner

a. No choice if it is unique representation

3. Make inventory and seal

a. Maintain in office or secure facility

b. Give notice to owner

c. Pooley likes this method

4. Retain outside computer or records experts to determine where information migrated from and help to pull it back

XVI. Litigation

a. Complaints

i. Keep them simple and tell your moral story
ii. Who do you sue?

1. ex-employee

2. new employer

a. maybe not because they have more money and can hire better lawyers

3. investors

4. venture capitalists

iii. Jurisdiction

1. Will usually be in state court unless diversity action

a. Won’t get just one judge

b. Don’t need unanimous verdict (9 out of 12 ok)

i. Federal courts need unanimous verdict

c. States have fact pleading not notice pleading

2. Filing in jurisdiction of ( company

a. But can fight for jurisdiction, especially in internet cases

iv. Insurance
1. (s may want to invoke insurance to ensure (s have enough money to pay damage award
a. so include allegations that allow ( to assert coverage

2. Sentex Systems v. Hartford Accident Co, p. 297

a. By asserting that information taken was marketing/advertising kinds of data, ( has plausible tender to insurance carrier and can expose carrier to damages if it refuses to provide defense

3. ( may not want to invoke insurance because it will make the case go on longer; ( will use the money to extend the lawsuit
b. Need to describe and come up with list of trade secrets

1. Policy for it

a. ( has legitimate need for clarification of charge against them

b. Claim should not cover general knowledge or individual skill

c. Discovery needs to be fairly bounded

i. So that defendant does not end up giving ( its own trade secrets

ii. To make sure it isn’t abused by (
2. How to do it

a. Remember that trade secrets are not patent claims

b. Consider nature of claimed secret

i. Accumulated R&D cannot be practically restated in exhaustive detail

ii. Can be enough to identify broad technology in broad terms

c. Consider timing of litigation

i. Less specificity should be required at beginning with greater specificity at trial

d. Consider whether injunctive relief is imminently requested – claims then need to be very specific

e. Consider extent to which information about the trade secret might be in hands of ( or 3rd party

i. (s need discovery in order to specify TS

3. State courts have fact pleading and so early on, ( needs to be somewhat specific 

a. Diodes v. Franzen, p. 307

i. A plaintiff must allege the ultimate facts showing the existence of a trade secret or other confidential data to state a cause of action.  It cannot state a legal conclusion that it has a “secret process.”

ii. ( must describe the subject matter of the trade secret with sufficient particularity to 

1. separate it from matters of general knowledge in the trade or of special knowledge of those persons who are skilled in the trade and 

2. permit the defendant to ascertain the boundaries within which the secret lies

b. Because complaints are public, it can be sealed to protect the trade secrets of the (
i. But judges need good cause to seal and sealing order shouldn’t be overbroad

ii. Citizens First Nat. Bank v. Cincinnati Insurance, p. 311

c. But Cal. Code Civ. Pro. §2019(d), p. 306  resolved this issue of having to plead TS in a public document (the complaint)

i. It does not require you to publicly plead the existence of a trade secret

ii. Instead, before discovery commences relating to the trade secret, the ( has to identify the secret with reasonable particularity
1. The problem with this is that “reasonable particularity” is always litigated before the true litigation begins
iii. Plaintiffs can amend their list throughout discovery – the courts were only concerned that at least one trade secret existed so that litigation was legitimate

1. But §2019(d) list need not be complete and final before discovery begins

2. But (s will want to plead as many as they can in the §2019(d) so that it will be less likely that the CA court will knock out all of the trade secret claims

iv. ( must comply with §2019(d) even in federal court because state procedural rules must be applied if they are outcome determinative
c. Protective orders
i. Definition

1. Orders issued by a court that define how confidential material exchanged during litigation can be used
ii. Types

1. Attorney’s eyes-only 

a. Hire experts who fall into attorney’s eyes-only protective order to help lawyer understand cutting-edge technology

b. 9th Circuit affirmed district court order that in house counsel could not see (’s documents but this is after applying a flexible test

i. if in house lawyer in position of decision making where it would be impossible not to use the confidential info., he will be held to the protective order

2. Depositions, interrogatory orders, pleadings are often covered by protective orders

a. (, in order to prove what is generally known in the industry, may go around and ask competitors if they do step by step of a technical process.  Because this effectually gives away the trade secret, a judge may order that the questioning go another way – by asking instead “what process do you use?”
3. Consultants

a. Normally don’t have to reveal identity of consultant to the other party as long as they aren’t a testifying expert

b. But state rules and protective orders have a provision that says if a consultant receives confidential information, he has to reveal identity

c. Sometimes a protective order will not allow a consultant to ever work for the ( if he gets confidential information

iii. Policy

1. Public interest problem

a. Public pays for courts and also has interest in litigation

d. Alternative dispute resolution (ADR)

i. Mediation

1. explore creative outcomes and bring down emotions

2. build back, restore, or preserve relationships

3. it is private – less risk of secrets getting into public domain

4. less invasive of 3rd party relationships (no depositions)

5. Best to get mediator involved as early as possible

6. Mediator can also work well at end of litigation because the parties are exhausted and want a cease fire

XVII. Trial Strategy

a. Trade secret trials are morality plays.  
b. Both sides will tell stories

i. ( will go for fair play and honesty themes

ii. ( will go for free enterprise and American dream themes

c. Although plaintiff has to prove that its secrets have real value and that defendant misappropriated them and defendant has to prove independent development of business, it will be the perception of moral standing that will matter the most

d. Lawyers can make a big difference

i. Can create own evidence from the beginning by drafting nondisclosure agreements for departing employees

1. Should be readable (by regular person standard)

2. Reflect client’s fair reasonable perspective on the right of everyone to compete 

ii. Guiding start ups to maintain records of proper, independent development of its business

e. Technology issues

i. ( will want to downplay technology and just make sure the jury understand that it has great value (make it as close to magic as possible) and instead focus on defendant’s behavior

1. But shouldn’t blow too much smoke and mirrors because jurors aren’t uneducated morons

2. But the general rule is simplify simplify simplify

ii. (’s will focus on the claimed secrets and dissect them to show that each piece of information is readily ascertainable and not protectable

1. But ( has to be careful about asking too much of the jury which will see this as deflecting the issue of (’s conduct

2. Must provide some explanation for behavior

a. Should embrace bad facts and put them out there

iii. Lawyers on both sides should understand the technology to

1. appreciate where value lies

2. be able to effectively communicate with court and jury

3. be able to relate technology issues to drama side

f. Demonstratives
i. Timeline of significant events

ii. Photographs of key witnesses posted

iii. Videos – but not too much

g. Maintaining secrecy in a public trial

i. Come armed with specifics on how client (especially () will be injured if information goes to public record.
ii. Must ask judge to keep information out of public files

iii. Must make a particularized showing to get a courtroom closed or to change record from public to private

iv. UTSA requires courts to “preserve secrecy” by reasonable means

1. holding in camera hearings

2. sealing records of action

3. ordering non-disclosure without prior court approval

h. Judge or Jury

i. If only equitable relief (injunction) is sought, can get away with judge trial.  So may want to think about abandoning claims that require monetary relief to avoid having jury.

ii. But it only takes 1 side to ask for jury.

iii. Most (s want a jury to appeal to morals and emotions

iv. (s may want a jury too because state court judges spend lots of time on criminal cases and are often focused on disciplining bad behavior

v. Jury selection

1. ( wants jurors that are dumb, conservative, and moralistic

2. ( wants smart, independent, and skeptical jurors

i. Motions In Limine
i. Because intensive emotions are rampant in TS litigation, counsel should present motions to court at appropriate time to exclude harmful evidence that is irrelevant (confusing or inflammatory)

ii. Exclude documents were relevance and probative value are outweighed by prejudice and confusion to jury

j. Burdens of Proof

i. Relies heavily on proving and disproving circumstantial evidence
1. I.e. record of defendant’s development

a. ( will argue it developed too quickly

b. ( will argue that employees work faster with more skill

ii. ( has a hard case because there is no presumption of a valid trade secret (as there is in patent infringement cases)

iii. ( has to prove by a preponderance of the evidence all the elements of the tort:
1. existence of trade secret

a. definition

i. this is a question of fact
ii. definition of trade secret and distinguish from public information

iii. define the information for which protection is sought with sufficient definiteness to permit court to apply criteria for protection

b. secrecy

i. not readily ascertainable

ii. not generally known

1. use expert witnesses

2. judges are sloppy about this because they know how hard it is for ( to show that something isn’t generally known

c. value of trade secret and importance to business
i. may be established by direct or circumstantial evidence

ii. direct evidence

1. content of secret and impact on business operations

iii. circumstantial evidence

1. examining (s behavior in going to great lengths to get ts may help here

2. amount of resources invested by plaintiff

3. precautions taken to protect secrecy

4. willingness of others to pay for access

5. plaintiff’s use of TS in operation of business

d. reasonable efforts to maintain secrecy

2. prove actual or threatened misappropriation by (s

a. acquiring by improper means information that he knows or should know is another’s trade secret

b. by using or disclosing without consent information that he knows or should know is another’s trade secret

i. this means proving intentional conduct – knew or should have known

c. Inevitable disclosure 

d. Circumstantial evidence

i. Speed of development by (
ii. Similarity of (’s product

3. damages
a. Prove irreparable harm absent injunctive relief in order to get injunction

b. Causation - (’s misappropriation caused (’s damages or unjustly enriched (
c. Can use circumstantial evidence

iv. ( has following burdens

1. proving affirmative defenses

2. But in reality – also has burden of providing a plausible explanation for anything that looks like unethical behavior

a. So defendants often take on the informal burden of proving the negative – that they didn’t use (’s trade secrets

b. Sometimes if the evidence looks really bad against defendant (shortness of time of development, similarity of product where (s former employee working for () a court will formally shift the burden to the ( to disprove the case
XVIII. Remedies – see illustration on p. 212

a. Injunctive relief

i. TROs (and bonds)

1. TRO hearings are usually done ex parte – no notice to (
2. They are used to prevent use of trade secrets until there can be a notice hearing on a preliminary injunction – it covers only the first few weeks and is based on the notion that there is no time to wait for a hearing because of irreparable harm

3. Even without knowing the facts, ( will agree to TRO but demand a high bond in case the TRO was wrongfully obtained (i.e. ( wrongfully shut down or destroyed).

a. Used as a defense tactic to tie up (’s assets and ( may back off if faced with a high bond

ii. Preliminary injunctions

1. 4 requirements for issuance of preliminary injunction:

a. threat of irreparable harm for which there is no adequate remedy at law

i. unable to estimate monetary damages – too speculative

ii. money damages won’t help because injury is ongoing 

iii. loss of substantial market share that cannot be gotten back

iv. irreparable injury is almost presumed in trade secret cases because of the nature of the claim

b. plaintiff has reasonable likelihood of success on the merits at trial

i. it is different than preponderance of the evidence – the standard necessary to win at trial

ii. it is about prediction because not all the facts are in

iii. this is like the 51% notion of proving case

c. threatened injury to plaintiff outweighs harm of injunction on defendant (balance of interests)

d. issuance of preliminary injunction would not disserve the public

2. Appropriateness and scope depend on analysis of primary factors

a. Nature of interest to be protected

b. Nature and extent of appropriation

c. Relative adequacy of injunction and other remedies

d. Relative harm to defendant if injunction if granted and relative harm to plaintiff if injunction is denied

e. Interests of 3rd parties and public

f. Unreasonable delay by plaintiff in bringing suit

g. Related misconduct by plaintiff

h. Practicality of enforcing injunction

3. Policy behind seeking preliminary injunction

a. Seek preliminary injunction

i. brings early resolution

1. initial enthusiasm to fight wears off

ii. ( might not be confident he can win, defendant will want to limit later liability, and both parties might be willing to settle

iii. limited time value to trade secrets

iv. showing reasonable efforts to keep secret secret by filing early

b. Don’t seek preliminary injunction

i. ( needs to gather more information

ii. impending criminal investigation or prosecution may pave the way for (’s civil case

iii. Permanent injunctions granted if plaintiff prevails on merits

iv. Head-start injunction
1. Rohm and Haas, p. 183

a. Even though patent was issued and destroyed the existence of (’s trade secret, an injunction is still appropriate against ( to eliminate the competitive advantage of early knowledge because of misappropriation.

b. Court will bring ( back to place everyone else was at the time the patent was issued and enjoin for period of time of head-start.

2. Injunction should last for as long as necessary to eliminate the commercial advantage or “lead time,” but no longer than is necessary

v. Limits to injunctive relief

1. Specificity

a. Narrowly tailored to suit

b. Bar ( only from a specific line of work within a general field or industry

2. Duration

a. See head-start injunction above

b. UTSA limits duration of injunctive relief to the period of time it would have taken defendants to independently discover or reverse engineer trade secret 

3. Nature of injunction

a. General Electric Co. v. Sung, p. 214

i. Use injunction
1. Permanently enjoin ( from using the misappropriated info.

ii. Production injunction
1. Enjoin manufacture of product for a certain amount of time

2. Rationale for this type is that misappropriated trade secrets are “inextricably connected” to (’s manufacture of the product 

a. a use injunction will be ineffective because can’t expect ( to unlearn or abandon the misappropriated technology

3. Court used this because (’s saw grade diamond process was entirely dependant on technology misappropriated from GE

b. Monetary relief 

i. Damages

1. See University Computing Co, p. 241, for proposition that every case requires a flexible and imaginative approach to the problem of damages and outlines the various ways of determining damages 
2. May be compensatory damages of (’s lost profits
a. (’s may use a lack of causation type argument here - something else cause plaintiff’s lost profits

b. used as an appropriate measure when defendant has, in some way, destroyed the value of the secret

3. May be restitutionary damages measured by unjust gain to defendant

a. This is often given because value of TS and lost profits are hard to determine

i. Sometimes there are no lost profits but mere change in competitive position of ( and (
b. But issue of apportionment comes up

i. How much of the wrongful profit is related to misappropriated technology and how much is related to something else

1. better process

2. market conditions

c. Often used when secret has not been destroyed

4. Reasonable royalty rights

a. Reasonably royalty rights will accrue for use of technology that reads on patent application after the time the patent application is published (going after foreign protection) but before the patent is issued.  If the patent issues, trade secret owner can collect royalties for this period of usage.  Afterwards, trade secret owner can go after activity for patent infringement.

b. May be applied when ( has track record of licensing out technology at a set price or when there are industry standard licensing agreements

c. Willing buyer-willing seller standard

ii. Punitive Damages

1. If Misappropriation was willful and malicious, ( can recover

a. Attorney’s fees

b. Treble damages

2. Willful means something more than being conscious

a. It is a motive beyond mere competitiveness or even aggressive competitiveness

XIX. California-specific issues

a. Has adopted the UTSA, Civil Code §3426 but with some changes:

b. Eliminated language “readily ascertainable”

i. This means plaintiff only has to prove that information is not generally known.  

ii. Defendant can show that information was “readily ascertainable” as an affirmative defense – burden shifting

c. Non-compete agreements (no matter how reasonable) are invalid and unenforceable

d. Not sure of the status of inevitable disclosure doctrine in CA

i. Because if non-competition agreements are not enforceable (see CA business code §16600), a CA court may not allow an injunction that prevents an ex-employee for working for a competitor…

ii. On the other hand, if the option of getting a non-compete agreement isn’t available to employers, maybe the inevitable disclosure doctrine will have more force in CA.

1. But this is based on the fact that some courts won’t allow inevitable disclosure doctrine on basis that employers could have gotten a non-compete agreement

iii. Only CA state court case talking about inevitable disclosure was ordered depublished by CA Supreme Court

XX. Criminal statutes

a. Policy – should we have criminal prosecution for TS misappropriation?

i. Yes

1. It is no different than other economic crimes like embezzlement or tax evasion

2. Provides deterrence

3. Social economic benefit – reduces cost of building barriers and walls to protect trade secrets if there are criminal penalties 

ii. No

1. Defining a trade secret is too fuzzy and not knowing what is or isn’t a trade secret makes criminal prosecution scary

a. It is too vague – need to define boundaries of law to define behavior that is improper

2. You can’t put a company in jail

3. DAs office probably doesn’t have the necessary funding or experience to do the correct investigation

b. Economic Espionage Act of 1996, p. 345
i. First federal trade secrets law, apart from that which threatens federal employees from disclosing trade secrets
1. before EEA, federal prosecutors tried to use

a. Interstate Transportation of Stolen Goods Act

b. Wire fraud and mail fraud statutes 

c. EEA due to end of Cold War because of increased threat of industrial espionage by ex-FBI agents
i. §1831(a) involves a foreign government

ii. §1832 – UTSA applies to criminal issues

ii. The EEA applies to domestic trade secrets theft and uses the broad definition of the UTSA.  

iii. Only a couple of cases in the 3rd Cir. on this Act.  

iv. Because of a worry that the EEA would endanger mobility of people and should not apply to garden-variety trade secret cases, the AG provided a side letter that said that during the first 5 years of this act, all prosecutions had to get approved by the highest level of the state department.

1. There have been 24 prosecutions, including Hsu
v. Compliance plans with respect to federal laws

1. If corporate defendants have compliance plan in place at time of alleged crime, sentence will be dramatically reduced

c. United States v. Hsu, p. 369

i. Rule:  Due process requires a penal statute to “define a criminal offense with sufficient definiteness that ordinary people can understand what conduct is prohibited and in a manner that does not encourage arbitrary and discriminatory enforcement”

ii. Rule:  Constitutional vagueness is decided in the context of the specific defendant and the charge
iii. Facts:

1. Hsu charged with attempt and conspiracy to steal trade secrets but he didn’t actually steal any trade secrets

a. There were none because it was a sting operation

2. Hsu argued that the EEA was unconstitutionally vague because its terms weren’t reasonably defined

a. “related to or included in” not sufficiently defined

b. “reasonable measures,” “not generally known”, “readily ascertainable” all too vague

iv. Analysis
1. Unlike a civil case where the existence of a trade secret is at the CORE of the case, it is different in the criminal context

2. Hsu thought he was stealing Taxol trade secrets and so because intent was there, it didn’t matter for the inchoate crime that there were no trade secrets

v. Holding
1. As applied to the conduct of this particular defendant and given the fact that the charges were inchoate offenses (rather than complete offenses), the EEA is NOT unconstitutionally vague

d. Cal. Penal Code §499(c), p. 344

i. Uses UTSA definition and applies to theft, attempted theft, conspiracy, receiving, etc.

ii. Criminal proceedings are generally public

1. we want to make sure the court is doing the right thing

2. So there are protections for trade secrets involved
iii. Cal. Evid. Code §1061-§1063, p. 351

1. may make motion for protective order - §1061
a. prove by preponderance of evidence that protective order is proper

b. may have in camera evidentiary hearing

c. a protective order is not determinative of existence of trade secret

d. can oppose request for protective order

2. may make motion to close courtroom to public - §1062

a. court will only close that part of the trial necessary to prevent disclosure of ts

b. transcript will be redacted 

c. witnesses bound by protective order may remain

3. articles may be filed under seal - §1063

e. People v. Eubanks, p. 355

i. Rule:  Victim’s financial assistance to DAs office may disqualify the DA from a case if assistance is of such a character as to render it unlikely that ( will receive fair treatment during criminal proceedings (all stages of litigation)
ii. Test:  

1. Is there a conflict of interest?

a. I.e. is there a reasonable possibility that the DA’s office may not exercise discretionary function in an even-handed manner

2. Is the conflict so severe as to disqualify the district attorney from acting?

a. It is disability only if it is so grave as to render it unlikely that defendant will receive fair treatment

iii. Facts:  

1. ( Borland agreed to pay for outside, independent expert help for searching ( Symantec’s computers because they didn’t want to send own employees who may be exposed to (’s trade secrets

2. DA agreed to this payment because it was strapped for cash
iv. Analysis:  

1. Worry that DA will feel a greater obligation for Borland who offered to pay existing debts

2. DA serves the public and shouldn’t be under influence of one individual

3. Nothing restricts the concept of a conflicting interest to DA’s personal financial or emotional stake in prosecution

a. Impartiality could still be impaired by institutional interests

4. Supporting recusal

a. Debt already incurred

b. Size of contribution large

c. It was only a weak criminal trade secret case

v. Holding:
1. Recusal was mandated, not discretionary
f. When should client invoke state or federal criminal statute?

i. Invoke
1. Power of search warrants is impressive

2. Vengeance

3. Get bad press against (
4. If civil remedies are limited

5. Money – state pays for prosecution and often has more money than client

ii. Do not invoke

1. Lose control over case

a. Can’t settle if DA won’t drop case

b. Trust DA with decisions about whether to ask for a protective order

c. Lose control over how evidence is handled

d. Lose control over what charges will be brought

2. Civil case will get stayed by parallel criminal case

a. 5th amendment – can’t operate discovery when there is a parallel criminal case

iii. If you do go to the DA, have a case that is already made.

XXI. Government and International Issues

a. Federal law:  18 U.S.C. §1905 – general criminal statute, p. 379
i. Makes criminal any disclosure of government secrets by a government employee

b. Freedom of Information Act – 5 U.S.C. §552(b)
i. Exemption 4:  Disclosure doesn’t apply to 

1. trade secrets and 

2. commercial or financial information obtained from a person and privileged or confidential
ii. This unfortunately suggests that commercial and financial information are separate from trade secrets – reflects the narrow Restatement definition of trade secrets

iii. Mostly used by attorneys on behalf of companies to get information about competitors

c. Public Citizen Health Research Group v. Food and Drug, p. 393

i. Facts:  

1. Non-profit HRG research and consumer advocacy wanted data submitted to FDA by manufacturer of intraocular lenses

2. Found district court erred by adopting an overly broad construction of trade secrets
ii. Analysis
1. Emphasizes the difference between trade secrets and other confidential information

2. Finds that health and safety data are not trade secrets because trade secret status is reserved for information involving “the productive process itself” as opposed to collateral matters of business confidentiality

iii. Holding:

1. Although the information is not protected under the first prong of exemption 4 of the FOIA (Trade secrets), the information does not have to be disclosed because it falls into the second prong of exemption 4 (confidential or privileged commercial or financial information)

d. Disclosures to Government

i. Clients will have to make disclosures of confidential information to the government to comply with regulations (i.e. EPA)

ii. Avoid erroneous disclosure by

1. putting confidential notices on documents as specified in regulations; every page should be designated confidential

2. get agreements with specific agencies for certain protection systems to apply to information provided

e. Ruckelshaus v. Monsanto, p. 381

i. Provision of Act authorizes EPA to use data submitted by applicant for pesticide registration to evaluate application of subsequent applicant and disclose publicly some of the submitted data
ii. Rule:  While it is generally acceptable and does not constitute a taking for information to be regulated (require certain labeling) when an agency changes the rules as to information that has already been on file in a way that upsets the reasonable economic expectations of the submitter, this does constitute a taking by making information available to the competition.

iii. Analysis:
1. Monsanto has property interest protectable by 5th amendment takings clause

a. Cites Dupont v. Masland
b. Trade secrets are intangible but are still property

2. There was a taking
a. Because there was interference with Monsanto’s reasonable investment backed expectations that information would be kept secret for data submitted between 1972-1978

3. Any taking was for a public use
f. International Protection of Trade Secrets

i. TRIPS §39, p. 405
1. protects information against unfair use

ii. Statute looks nice in many countries but they don’t have enforcement mechanisms in place

iii. Other countries also don’t have broad systems of discovery as we do in US
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