Trade Secrets Outline Spring 2004





Personal Skill




Generally Known






      Readily Ascertainable

I. Why does TS law exist?:  Policies Underlying TS Law (in Kewanee Oil)
a. Ethics/Commercial morality – Maintenance of standards of commercial ethics and the necessity of good faith and honest, fear dealing, is the very life and spirit of the commercial world.  TS law imposes decency in commerce, by condemning industrial espionage and enforcing confidentially.

b. Encouraging invention – encourages companies and individuals to invest in research.  Keeping such items secret encourages businesses to initiate new and individualized plans of operation, and constructive competition result, leading to a greater variety of business methods.  Even though TS law seems to contradict Patent law, works well with bc protects info before gets to patent, protects unpatentable, and allows for different business methods.
c. Discouraging hoarding/Exploitation of knowledge – TS allows licenses and sharing within a specific group, because the holder would not likely share his secret without protection.  If no TS law, economic waste and misallocation of resources, because the holder would limit the utilization of the invention thereby depriving the public of maximum benefit of its use or engage in duplicative activities; this waste cannot be justified with the goal of furthering the useful arts that patent law seeks to achieve.
d. Privacy – A most fundamental right, that of privacy, is threatened when industrial espionage is condoned or is made profitable.  TS law makes espionage unprofitable, thus protecting commercial privacy.
II. Limiting Policies on TS Law
a. Mobility of Labor – Cts don’t allow info to be protected, if it is employee’s skill because value the free movement of labor; lots of CL support.  See Van Products 
b. Free Competition – TS constrained in part by a strong public interest in free competition; thus, TS law cannot protect generally known info, bc would stifle comp.

III. General Characteristics

a. A TS is:
i. Info that is
ii. Secret and
iii. Derives some value from that secrecy, and is 
iv. *Subject to reasonable efforts to protect it.
*only a factor in Res Torts, not req Res Unfair Comp

b. Virtually any useful information can qualify as a trade secret – In contrast to a patentable invention, a trade secret requires very little (if any) novelty.  Very slight improvements on the “known art” are sufficient, and even the discovery of that which does not work will qualify as negative trade secrets.  The law extends beyond technology to cover business information, such as customer lists, financial projections and marketing plans.  TS law can protect information that is both private and useful.
c. Trade Secrets are vague – unlike patents where claims somewhat definite in scope, the boundaries of what TS encompass are blurry.  
d. TS are potentially permanent – e.g. Coca Cola formula is a TS, but is the greater value derived from the formula or from not knowing whether there have been changes in the formula over the year (Classic).
e. TS are not exclusive – others can discover it and can have more than one owner. Compare to Patents, which give a R to prevent others from making and using, etc, regardless of whether developed independently.
f. TS protection relatively cheap, so seen as industry’s most valuable form of protection.
g. Not preempted by Patent law (see Kewanee Oil).
h. Broader than Copyright and Patent coverage – TS law encompasses far more data.  

IV. Sources of Law 
a. Background

i. Not in Constitution.

ii. State law (not federal unlike patents, copyright, and some TM laws).

b. Case Law
i. Kewanee Oil Sup Ct 1974

1. Held:  Patent law does not preempt TS law, even for patentable inventions.

2. Rationale:  TS law like patent serves to encourage invention. No reasonable risk that TS will deter patents because TS are weak since nonexclusive and can be duplicated by others who arrive at the info independently or through reverse engineering (arguable in practice).
ii. First Case – Vickery v. Welsh 1837 Massachusetts

1. D had agreed to sell his chocolate factory to P, together secret chocolate formula.  P then began competing with use of formula. 

2. Seller raised the defense that K unreasonable restraint on trade, relying of strong policy of free enterprise.  

3. Ct held this kind of restraint is reasonable, bc can’t walk away from K and of no consequence to the public whether P or D uses the secret. 
c. Confidential Relationships School v. Property School 
i. Modern Rule – closer to the property rule than the confidential relationship rule.
ii. Ct’s position could affect outcome – if leans towards property school will more closely examine existence of the TS; if leans towards confidential relationship school will look at D’s bad behavior.  
iii. Best approach is to recognize that both "philosophies" find expression in trade secret law.
iv. Masland Sup Ct 1917 – Confidential Relationships School
1. Issue:  Whether D can share P’s alleged info with experts or witnesses, so that expert can help prepare D’s defense.  Dis Ct said no, and Circuit Ct reversed.  Sup Ct reversed Circuit Ct (hence affirming Dis Ct).  
2. Ct said don’t talk to me about property – whether info a TS.
3. The property may be denied, but the confidence cannot be.  Therefore the starting point for the present matter is not property or due process of law, but that the D stood in confidential relations with the Ps – dicta.

4. *Masland slightly outdated, can’t cite to prove property law rejected.
v. Van Products Pa. 1965 – Property School
1. The starting point in every case of this sort is not whether there was a confidential relationship, but whether, in fact, there was a trade secret to be misappropriated.
2. Facts:  Ex-employee begins to work for a competitor, who then produces similar product/industrial air drier.  

3. Held:  TS here destroyed by widespread publication, advertising, and public sale, so no TS misappropriation even though D obtained might have obtained through breach of confidential relationship.

4. Ct disagreed with Smith v. Dravo (7th Cir info publicly available, but D obtained through breach confidential relationship).
5. Must be specific about TS.

a. Concept of TS is at best a nebulous one.

b. Ct rejected trial ct’s concept that the TS involved in the case is all embracing and the whole picture.

c. Some of these elements have to fall within general knowledge, experience, or skill, which are not the property of his employer and thus are not proper subjects for a mental purge.

d. E.g. P’s claimed ownership “intimate knowledge of the need, use and demand” for product not a TS, because something that would be learned in any productive industry. 

e. Ct said don’t talk to about know-how, but problem is that in industry this term is a common designation in agreement for instance when try to license a patent + know-how. 

d. Common Law – Be Careful
i. Look first at the year – early cases more likely to be grounded on exclusive confidential relationship notion.  This also includes States that still rely on 1939 Res Torts – substantially influenced.  Can never be to sure that what you find will be current.
ii. TS cases filled with dictum – bc so vague use more words, cases very fact driven.  Also trial and some appellate judge’s emotional reaction and/or notions of public policy color many opinions, so tend towards using overly expansive language.
iii. TS can find support for any proposition.  
iv. Most jx you will be able typically to characterize certain info as dictum, influenced by facts, or overtaken by newer thinking.
e. Res 1st Torts §§ 757 - 759 (1939)
i. Still Relevant
1. Some jx still use as their primary law, including TX and NJ.
2. Other jx still partially use.  Even in UTSA jx, many rely on Res Torts which was intended to codify CL.
ii. Distinctions between 1st Res Torts and Modern Rule
1. Property School
a. Res Torts rejects school of property, unlike the modern rule, which embraces it:  The suggestion that one has a right to exclude other from the use of his TS bc he has a right of property in the idea has been frequently advanced and rejected (Res Torts § 757 Comment).  Idea reflected is that not really into property here, by not taking an expansive view nature what is being protected.
b. Modern Rule embraces it.
2. Is used in one’s business.
a. A TS may consist of any formula [etc.]…which “is used in one’s business” (§ 757 Comment b).  
i. Res Torts requires continuous use in one’s business, meaning that the law applied only to information in use.
ii. TS law did not protect:
1. Singular episodes or Ephemeral info, such as bids.
2. Negative Info
3. Info no longer used.
4. Info that has never been used.

b. Compare to UTSA which protect actual or potential.
3. Res Torts provides Six Factors in determining whether given info is one’s TS (states some factors – indicating not exclusive):
a. (1) the extent to which the info is know outside of his business; (2) the extent to which it is known by employees and others involved in this business; (3) the extent of measures taken to guard the secrecy of the info; (4) the value of the info to him and to his competitors; (5) the amount of effort or money expended by him in developing the info; (6) the ease or difficulty with which the info could be properly acquired or duplicated by others.
b. Antecedent to modern elements.
4. Reasonable Efforts to Maintain Secrecy
a. Res Torts Factor (3) – extent of measures taken to guard the secrecy – is a one of six factors to consider.
b. UTSA requires reasonable efforts to maintain secrecy.
5. Info doesn’t come up to TS status.
a. Res Tort § 759.
i. Even if not TS, we will protect it against improper means such as espionage.
ii. One who, for the purposes of advancing a rival business interest, procures by improper means info about another’s business is liable to the other for the harm caused.
b. UTSA doesn’t protect.
6. Innocent Discovery of Secret
a. Res Torts § 758 One who learns TS from a 3rd person without notice of secrecy + the 3rd person’s disclosure is a breach of duty OR who learns TS through mistake w/o notice:
i. (Prior to notice) is not liable for use or disclosure.

ii. (After notice) is liable, unless:
1. has in good faith paid value for info, or
2. has relied.
b. UTSA uses slightly different approach.
f. Uniform Trade Secret Act 1979/1985
i. Explicitly intended to codify CL.
ii. 2nd Res Torts rejected TS
1. ABA in 1979 and the commission on uniform state law issues a proposed UTSA.  
2. *Materials we have are the original with strikeouts and additions that came in 1985.  Idea 1979 too weak, 1985 strengthened version.
iii. UTSA not uniform – many Sts amended when adopted.
iv. Modernizations (changes from Res Torts):
1. TS can have actual or potential economic value (§1(4)(i)) – Compare to Res Torts, which requires continuous use.
2. Subject to efforts that are reasonable under the circumstances to  maintain secrecy (§1(4)(ii)) – Compare Res Torts, in which this is one of six factors, but compare to Res Unfair Comp in which not required.
3. Damages/Liability Issue – Innocent misappropriator 
a. (Prior to notice) No Damages, bc inequitable - § 3(a) – same as Res Torts.
b.  (After notice) Generally stopped from using.

i. Royalty order injunction – § 2(b) In exceptional circumstances, an injunction may condition future use upon payment of a reasonable royalty for no longer than the period of time for which the use could have been prohibited.  
ii. Exceptional circumstances include innocent + reliance that renders injunction to stop inequitable.
iii. Compare to Res Torts where use for free if BPfV or relied.
v. Cal. version of UTSA
1. CA caught in the middle of two versions; law modeled on a draft of 1985 UTSA.
2. Change in Definition - Unlike UTSA, CA statute changed definition of TS by removing “not being readily ascertainable by proper means,” 
i. UTSA –TS… derives independent econ value, actual or potential, from not being generally known to, and not being readily ascertainable by proper means...
ii. Instead CA version just says:  TS…derives indp economic value, actual or potential, from not being generally known to the public and in Comments “being readily ascertainable” is an affirmative defense.
g. Res Unfair Comp 1995
i. Finally get ALI to embrace notion of TS.  
ii. More recently some Cts citing Res Unfair Comp, including Sts like Tx.
iii. UTSA and Res Unfair Comp not too much difference in the principals, but some variation.
h. 1996 Economic Espionage Act (Fed Stt) 
i. Applies criminal sanctions to that behavior, and varies punishment if foreign agency involved – all cases with one exception idiots trying to fence stolen info.
i. Do we have a need for a Fed TS stt?
i. NO - Politically preemptive Fed Stt not happening, because Fed Cts don’t want it and St rights.  If not preemptive, then why should we bother.  
ii. YES - Problem bc currently no uniformity in TS.  
iii. Prof’s own view that won’t this won’t go anywhere, even though signed U.S. signed on to TRIPs, which requires every member State to provide protection for undisclosed info.
V. Interface with Other Laws
a. Three Kinds of Cases
i. Split-off, start-up 
ii. Other K 
iii. Industrial Espionage (*uncommon)
b. Bringing a Claim 
i. Rarely find TS misappropriation only cases.
ii. Often find TS misappropriation together with other claims, including: Patent infringement; CopyR infringement; Antitrust; RICO; Misappropriation; Breach of Confidence; Breach of K; Tortious Interference with K; Conversion; St CL misappropriation; and Breach of Fiduciary Duty/DoL.
c. Intersection of TS and Patent 
i. Where do TS come up?
1. Patent application: When is secrecy lost?
2. Held as TS → Patent Issues

3. Best Mode:  Can you patent part of the invention?
4. Prior art/First to invent?
5. Patent preemption/Reverse Engineering

ii. Patent Application:  When is secrecy lost?

1. Previously, from time application filed to time patent issued, the info remained confidential, not disclosed to the public.  Thus, the invention used to be treated like a TS.  In contrast, in most other countries the secret ended at 18 months, when the patent application was made public.
2. Today, U.S. follows 18 month publication rule, unless patent applicant elects at time filing to forswear foreign applications then the application is secret if and until the patent issues.  
iii. After Patent Issues
1. P can still recover for TS misappropriation, if after P files TS lawsuit the patent issues, as long as misapp occurred before published.
2. Hypo:  A files patent in U.S. only.  B misappropriates A’s TS.  A files lawsuit for TS misappropriation, and right after lawsuit filed the patent issues where revealed but not claimed.  TS now extinguished.  Can A recover? – YES.

a. In 1940s debate over this.

b. Today law settled that B must pay for his headstart.  Damages and maybe headstart injunction.
iv. Best Mode:  Can you patent part of the invention?
1. Probably not, bc inventor must describe best mode of implementing the invention § 112.
2. Withholding best mode could make patent unenforceable.
v. Hold as TS for now, but patent later?
1. One risk is somebody else might obtain a patent.
a. First to Invent

i. U.S. follows the first to invent rule, where entitled to the patent unless another inventor (involved in the interference or in this country) invented it first and had not abandoned, suppressed, or concealed it. 

ii. TS holder, under § 102(g), can’t claim first to invent because he concealed it.

b. Prior Art/Novelty
i. Entitled to patent unless was known or used by others in this country, or patented/published in this or a foreign country, before the patent applicant invented the invention - § 102 (a).

ii. TS cannot say applicant’s invention not novel, bc the rules are that you cannot refer to something held in secrecy as prior art.  Doesn’t happen very much.  One area where Congress really concerned is in business method patents, so Congress decided that if can classify it as business method then has a prior inventor defense (prior user rights).

2. Another risk is TS holder waits too long.

a. Statutory Bar:  Entitled to patent unless the invention was patented/published in this or a foreign country or in public use or on sale in this country more than one year prior to the date of the application for patent in the U.S - § 102 (b).
b. TS holder who sells invention that embodies the secret (such as Coca Cola) barred bc in public use or sale in this country for more than one year.  
c. Hypo:  Secret Machine makes golf balls w/ secret ingredient

i. Suppression – The machine is public only if the nature of the ball can tell you about the machine. But, if by examining the golf ball cannot tell about the secret golf ball-making machine, then not a public use.

ii. Noninforming Public Use – The machine makes golf balls with a secret ingredient inside, then the secret is in public use or on sale because the golf ball embodies the secret.
vi. Patent preemption - States cannot legislate against reverse engineering, bc cannot offer patent like-protection without violating C’s supremacy clause.

1. Bonito Sup Ct 1989
a. Common thread is both Kewanee and Bonito involved issue of patent law preemption.  Kewanee held TS law ok.  Bonito held St Stt cannot prevent direct molding process (reverse engineering) to duplicate boat hull molds.
b. Facts:  FL passes law no plug molding of boat hulls.  
c. Held:  Sup Ct said can’t offer patent-like protection to creations which would remain unprotected as federal law;  cannot prohibit the entire public from engaging in reverse engineering of a product in the public domain.

d.  Appending the conclusionary label ‘unscrupulous’ to such competitive behavior merely endorses a policy judgment which the patent laws do not leave the Sts free to make.  Where an item in general circulation of a functional attribute is unprotected by patent, reproduction of a function attribute is legitimate competitive activity.”
e. Rationale – Public disclosure a goal, and what functional aspects not protected by patent are free for all.  Sts cannot withdraw from public domain, because in so doing is inconsistent with Patent system, so preempted.
2. Hypo:  What if you apply Bonito to K? A – B connected by K.  B buys widget in exchange agreeing not to reverse engineer the widget.  A sells to anyone, but every time the sale comes with K that will not reverse engineer.
a. Some argue info so readily available that = public domain and shouldn’t be withdrawn so cant have shrink-wrap.

b. But Cts seem to uphold…

3. Hypo:  What if what A gives to B is not a product, but is a disclosure of a product.  B agrees to keep secret.  After B gets it and looks at, says everything here I already knew – I could have found in encyclopedia, but B had agreed to keep info confidential.

a. Comes up all the time – get info that has some protectable elements to it, but B doesn’t violate or use the really protectable info but uses something else, then A says you have a K.  
b. Can B find any support in Bonito Boats?

i. Yes – ST acting to withdraw info from the public domain.

ii. No – Not withdrawing from public domain, but from one person.  See Listerine for support.
vii. Patent or keep secret TS?

1. Easily reversed engineered then choose patent.
2. Difficult then maybe TS is your better bet.
3. If invention narrow and weak, then generally TS better than in putting a lot of money into getting a patent then trying to enforce it.
d. Intersection TS & Copyright 
i. Section 301 (preemption) – this act covers anything equivalent that the States might offer. 
ii. Generally can have both TS and copyright claims. 
1. Computer Assoc Int’l v. Altai 2nd Cir 1992 – primary case that resolved issue if can have both.
a. Passes Extra Element Test:  TS has the extra element of breach of confidence/duty that qualitatively distinguishes such TS causes of action from claims for copyR infringement that are based solely upon copying.
b. Dist Ct was confused bc D did not claim breach the confidence directly, and what 2nd Cir pointed out is that TS misappropriation is judged by a knew or should have not known that TS was misappropriated.  
2. If talk about copying in your complaint, then might end up getting removed in Fed Ct.
e. Other Federal Law Claims
i. Antitrust –  usually difficult to control markets with secret technology, except with some exceptions:
1. (doesn’t happen often) Licensing of TS as a means to carve up markets.
a. You license yours, and I license mine. I agree to use only in U.S., and you only in Asia.  If a real TS, then that is ok and can control where they go. 
b. People have tried to dress up illegal market manipulation by licensing bogus TS.  In these cases the focus is on whether TS is for real.  May start out with a real TS, but bc the TS becomes generally known, get a situation where there is a continuing relationship where the market divided up and no TS (antitrust violation).
2. (more often) hybrid license – Some patent Rs plus TS license.  
a. Per se violation of antitrust laws to make someone pay for patent after expired.  
b. So ppl long ago decided let’s add some TS into the mix and make the TS license perpetual.  Cts held that if you intelligently divvy it up and rents reflect the diff then ok – then can say pay X for term patent, then after the patent expires pay (X-Y= value TS). If pay same amount for ever, then smacks of antitrust violation.   Solution:  Figure a different amount.
ii. RICO (Racketeer Influenced and Corrupt Organizations)
1. Have to have fraudulent act and if repeated then possible can fit yourself in; provides treble damages

2. E.g. General Motor v. Lopez 948 F. Supp. 670.
iii. Lantham Act
1. Protects info about source of goods and allows claims when misrepresentation of where the good come from.  

2. Reverse passing off – not traditional – bc passing off as your own a product that originated somewhere else, rather than passing off you product as someone else’s.  Day Start Ct held are NOT intended to extend to internal content just to external content – so reverse passing off claims dead.
f. Other State Law Claims
i. Misappropriation – Narrow bc otherwise preempted by CopyR
1. Motorola 2nd Cir 1997
a. Facts:  Someone sitting at a basketball game put the games scores in quick broadcast, updating score every few minutes for Motorola’s pager. 
b. Basis:  Ct said that might be misappropriation under NY St law that says cannot take another’s sweatwork.  Law created in partially in response to International News Service (INS) Sup Ct 1918 , which held that it was CL misappropriation for INS wire service to lift factual stories from AP bulletins and AP East Coast papers and then to wire them the INS papers.
c. Held:  INS is limited to its facts, if you take hot news collected by P and rebroadcast it allow for misappropriation, but a broader runs afoul copyR preemption.  Extra elements required are 1) time-sensitive, 2) free-riding, 3) threat to product’s existence.  D did not free-ride, bc expended own resource to collect scores, so no misappropriation.  
ii. Breach of Confidence - Tort claim arises when A trusts B with an idea, and B takes it and uses it. 
1. CA leads the way (think Hollywood  – scripts); well-developed in NY.
2. Professor’s Theory

a.  Why would expression of the idea need breach of confidence? Why not satisfied with TS law? Since an idea for script would fall within TS as defined.

b. Earlier in 20th C – dealing with 1939 Res Torts – and that said TS did not include ideas and ephemeral data.  Came into being bc limitations in 1939 Res Torts – so today don’t need them.
iii. Breach of Contract – commonly found w/ TS misapp claims
1. Have NDA bc it tells us what the secret is, evidences confidential relationships, and in some cases get into problem that K covers TS and confidential info that doesn’t rise to the level of TS (issues around can protect by K something that isn’t a trade secret – maybe, maybe not).
iv. Tortious Interference w/ K
1. Where employees split off and go, P will say by D hiring these employees D interfered with employee’s NDA obligations or non-compete obligations.
v. Conversion - Taking of someone else’s property and putting it to your own use.
1. Conversion has run into problem bc TS inchoate Rs, not solid prop Rs. TS don’t fit into the trad’l personal prop analysis.  Many cts say doesn’t apply to TS– generally speaking true, except where the R is recorded in a item or document, such as certification that contains secret info or cellphone line was held to have been converted.  
2. Conversion generally involved taking personal property that include TS, but usually TS value not taken into account.
vi. Unfair Competition
1. St Stt that says you cannot engage in grossly unfair business practices.  
2. Usually in TS case doesn’t matter much bc another way of expressing TS misappropriations, and if widespread will allow you to get kind of injunction that otherwise might not be able to get – bc lawyer talks broadly about effect on society.  Frequently used if P wants special remedy.
3. Very vague, varies greatly by jx, usually only adds alternative remedies.
vii. Breach of Fiduciary Duty and Breach of DoL
1. FD – duty applies focuses on managers and directors and continues after employment.

2. Breach DoL – duty applied only during employment.
VI. Elements of a Trade Secret see diagram R. 127
a. A TS is:  
i. (Info) Information that 
ii. (Value) Deprives its independent economic value from 
iii. (Secret) Not being generally known or *readily ascertainable, and 
iv. (Reasonable Efforts) Whose holders have used reasonable efforts to maintain secrecy.
b. Information 
i. 2 categories: 

1. technical – Formulas, processes, designs, devices, software, R&D.  Not all tech TS are patentable, but some are. 
2. business – all other commercially useful info, including business methods, strategic plans, customer lists, pricing information, and marketing plans.
ii. Must be concrete and reasonably defined, not an abstract concept, such that one can articulate what it is so that the one can distinguish it from general knowledge and skill (see e.g. Composite Marine).
iii. Policy:  Requirement of concreteness helps Cts enforce the boundaries of TSs and difficult to demonstrate the economic value of an abstraction (value).
iv. Excludes employee’s general skill.  
1. Employee is  free to take info that compromises general skill and knowledge acquired in the course of employment (Amp quoting Fleming Sales N.D. Ill. 1985).

2. Common Sense Policy:  Any other rule would force a departing employee to perform a prefrontal lobotomy on himself or herself (Amp).

3. Policy:  Any other result would severely impede employee mobility and undermine the competitive basis of our free economy (Amp).
4. Determining Skill v. TS

a. No bright lines:
i. If the employee had a great deal of experience in the industry before joining the company, a court might be more skeptical of the claim of a trade secret.
ii.  If the claimed secret is quite specialized or unique to the plaintiff's business, it is more likely to qualify; to the extent it is more general and more widely known, it is less likely. 
iii. Information that is easily distinguished from matters of skill is more likely to be viewed as a trade secret than that which is closely related to or enmeshed with an employee's skills. 
iv. Other considerations that may indicate the existence of a trade secret include failed attempts by competitors to duplicate the relevant product or process, and the fact that the employee has taken documents or other physical representations of the claimed secrets, such as drawings, lists or formulas. 
b. Difficult to apply in practice, especially in new industries. 
c. Older Industries – in most easier to classify.

i. E.g. sales organization P describing process for gathering customer info and organizing info, and Ct threw out bc everybody who does sales does this, because know that is part of what it takes to be good salesperson.  
ii. E.g. 2 Delivery person knows A wants on porch and B wants in mailbox and if collected info about special needs and preferences then that qualifies as TS, unlike knowing how to fold a newspaper and throw it.
v. P must point to tangible work product, not to generalized confidential business and technical information – Amp 7th Cir 1987
1. Facts:  D is P’s principal competitor in electronic connection devices.  D hired away P’s employee.  
2. This is not a case where the P can point to any tangible work product, such as blueprints, designs, plans, processes, or other technical specifications…AMP now requests that we restrain him [former employee] from in any way making use of or relying on his independent recollections of generalized business and technical information to which he had access while employed. 
3. Rationale:  Need to define/articulate TS to decide whether info is general skill or generally known or readily ascertainable.  
4. Held:  P failed to identify particular TS at risk, so no TS, thus no TS misappropriation.
vi. In every case definiteness is at issue - note that it is a great weak spot for defendants:  Other cts have warned Ps of the risk they run by failing to identify specific TS and instead producing long lists of general ideas of information which contain unidentified TSs (Amp).
vii. Doesn’t matter if info is unique (Dynamics Research Mass. App. 1980 –  good case for Ds).
1. Ct affirmed judgment dismissing the action… 

2. Jargonization of the obvious  – Dressing up TS to cover what really is skill or generally known and decorates with words that are designed for incomprehension, so that Ct will think they don’t understand so much be a TS.  

3. Rationale:  Can’t get to real value even though threshold is small if have not adequate defined secrets in a way that can be understood where not using simply jargon.
viii. Negative Info – Modern Rule protects all info w/ competitive value. 

1. Res Torts – Never ok (has been followed only in dicta)
a. Excluded negative info.

b. Because the info had to be in use in one’s business, and negative info (info about what not to do) is not actually in continuous use in the operation of the business (Comment b, § 757).

2. UTSA and Res Unfair Comp – Yes ok if valuable.

a. UTSA Comment § 1– Departs from Res Torts that had required info to be continuously used in one’s business. 

b. UTSA definition includes negative info, e.g. “the results of a lengthy and expensive research which proves that a certain process will not work could be of great value to a competitor (Comment § 1).

3. Under logic of Metallurgical, the Ct classifies knowing “what not to do” as positive know-how, bc evidence of what not to do often leads automatically to knowing what to do. Ct also states no prohibition on negative know-how.  (Metallurgical 5th Cir. 1986 – reclaiming carbide).
c. Value – Deprives independent economic value, actual or potential, from not being generally known to or readily ascertainable by competitors – UTSA § 1(4).
i. Independent Economic Value
1. Independent – info by itself gives owner competitive advantage.
2. Economic Value – the economic value of its competitive advantage derived from secrecy  (Res Torts  value of the info to him and his competitors as one of six factors).
ii. Actual or Potential value –  unlike  Res Torts, Modern Rule both.
1. Res Torts said info had to be in use (so potential value excluded).

2. UTSA extends protection to a P who has not yet had the opportunity or acquired the means to put the TS to use (Comment § 1). 
iii. Info must have some competitive value (threshold issue)
1. Trivial value is sufficient to qualify as a TS.
2. But notably not worth pursuing case if TS of little value for damages.
3. Religious info with spiritual value cannot be a TS if no economic value (2x 9th Cir involving Church of Scientology:  Church alleged no competitive market advantage from secrecy, so no independent economic value).

d. Secrecy - not generally known or *readily ascertainable – UTSA § 1(4)
i. Policy:  Can’t steal from the public domain:  Sup Ct articulated in Kewanee, That which is in the public domain cannot be removed there from by action of the States – St laws protecting TSs are necessarily limited by the public and private interest in access to valuable information. Thus, a TS may not consist of something which is already generally known.

ii. Must not be generally known.

1. Reflects a certain novelty. 
2. Combination of public domain info can qualify as not generally known if secret and has competitive value (e.g. Metallurgical)
3. Can share secret, need not be absolute.
a. Can license, disclose to employees, vendors, partners, etc.

b. If disclosure to others is made in furtherance of an economic interest, then in appropriate circumstances should not destroy secrecy (Res Torts).
c. Confidentiality is not a requisite, only a factor (e.g. Metallurgical).
d. TS can involve many (e.g. Ftnt Religious Tech Center stating thousands of parishioners knowing does not negate TS status).

4. Metallurgical 5th Cir 1986 (good case for P) – limited, controlled disclosure won’t destroy TS.
a. TS holder bought the furnace from someone else and secret consisted of improvement on the furnace. 

b. Combination ok – D said all modifications generally known.  Ct said can have a TS if particular assembly of pieces cannot be found exactly that way in public domain if combination has competitive value.
c. Confidentiality only a factor – D said not a secret bc you have told you vendors w/o NDA, but Ct said secrecy need not be absolute and confidentiality only one factor.  

d. Ct held limited disclosure (secrecy intact) bc P only divulged to 2 businesses with whom it was dealing in furtherance of an economic interest.
iii. Effects of Disclosure – not all disclosures destroy secrecy

1. Patent publication – Upon issuance destroys any TS in the information expressed in the patent.  If a misappropriation has already occurred by the time a patent issues, the claim survives, and the D might fact a "head start" injunction.
2. Patent application – Filed applications are maintained in confidence by the Patent Office until eighteen months after filing, or until issuance, if applicant seeking foreign patent, or indefinitely if seeking only domestic.
3. Marketed Product – depends extent apparent or unapparent
a. Unapparent – Info about how product was developed and made that cannot be discovered from examination can remain a TS.
b. Partially apparent – Product's design or other "internal" secrets may exist to the extent of the time it takes to reverse engineer the item to discover its secret.
4. Government-compelled Disclosure – Secrecy is not lost, so long as the agency is obligated to hold the information in confidence.

5. Inadvertent/Improper Disclosure

a. So long as it is not made to the general public, may not affect trade secrecy. If widespread, unfair to require public to give it back.
b. UTSA misappropriation to disclose a secret that they have reason to know has been acquired by accident or mistake.
c. Res 3rd Unfair Competition takes UTSA position, unless TS owner has not taken reasonable precautions.
6. Religious Technology Center – N.D. Cal 1995
a. Church of Scientology sued former member for posting secreting writing on Internet. PI fails, bc P failed to show likelihood of success bc some info indefinite and others now public.

b. Once posted on Internet, secrecy lost – no retrieving if from public.
c. (Prof. not sure this same result would repeat – bc other situations where open, depends on who sees).

7. Bunner (recent decision) – DVD encryption, remanded from Sup Ct the Ct agreed secrecy lost, citing RTC, but noted lost not just bc posted on internet, but bc widely dispersed as soon as posted. 
8. Compare to K-2 Ski 9th Cir 1974 – A cutaway model of a ski was shown at a public conference, but the court found no loss of secrecy because the competition did not attend.
iv. Must not be readily ascertainable – fuzzy boundary
1. Inquiry:  How easily can another get the info?

a. Relates to the extent to which reverse engineerable.

b. UTSA case referred to a clock that once marketed could be rev eng with 2 or 3 days.
2. Readily Ascertainable?
a. Yes -  Wilson Certified Foods (D. Neb. 1974) (no secret where process could be duplicated in eight to ten hours).

b. No -  Kubik (Mich. App. 1974) (secret found in marketed product which would take from thirty hours to four months to reverse engineer).
3. Cal. version UTSA readily ascertainable is an affirmative defense.
e. Reasonable Efforts to Maintain Secrecy
i. Policy – Self help; if sufficiently important to take to Ct owner should have given TS adequate care and attention.  
ii. Evidence that TS exists, bc if P took efforts to maintain then likely has competitive value derived from secrecy (e.g. Metallurgical –  One's subjective belief of a secret's existence suggests that the secret exists. Security measures, after all, cost money; a manufacturer therefore presumably would not incur these costs if it believed its competitors already knew about the information involved.)
iii. UTSA requires, but in Res Torts one of 6 factors to be considered and Res Unfair Comp says evidence of precautions taken to maintain secrecy is relevant but not required.
iv. TS owner must act reasonably, but heroic measures are not necessary. 
1. Generally a matter of fact.
2. Reasonableness –  B≤ LP is reasonable.
3. duPont – aerial photos over plant construction - To require DuPont to put a roof over the unfinished plant to guard its secret would impose an enormous expense to prevent nothing more than a school boy's trick.
v. Did the P use reasonable efforts?
1. Yes – Metallurgical disclosure made to actual or prospective business partners without NDA.
2. No – Motorola v. Fairchild (D. Ariz. 1973) – Motorola gave factory tours… Persons taking the tour could operate one of the 'secret' machines and observe its 'secret' process in a separate microscope placed there for this purpose. Ct said too much.  
vi. Current trend reasonable efforts high standard; Ct have been granting sum jud D on insufficient effort to protect secrecy.
1. Alagold  20 F. Supp 2d 1305 Al 1998 where D company had failed to get employees non-disclosure even though general agreement to keep confidential.
2. ECT Int’l 597 N.W. 2d 479 WN 1999 – P had NDA that said keep secret and not tell anyone and not use for one year following your employment.  Ct said one year all you care.  Had them sign but short period of time.

3. Motor City Bagels 1999 – Business plan carried confidentiality notice, but Ct considered insufficiently prominent, and P could not account for all copies, so summary judgment for D.
VII. Ownership  - P must own the TS to establish standing.
a. Ownership questions are not frequently disputed.  
b. When do questions about ownership come up?
i. Employer-employee relationship – (most frequent) 
1. Independent Contractor or Employee - Employee turns out to have been an indp contractor working without a contract.  If person is acting as a consultant outside may not have to deduct taxes.  IC writes code – under copyR law the independent contractor owns it.  R to publish is one of the rights that come with copyR – TS R evaporates.  
ii. Split off-Start up – If not well-defined question as to who owns the technology.
iii. Joint Invention (partnership or ownership)
iv. Joint Invention (team invention)
v. License – Sometimes find out TS user not the owner, bc P is a licensee; this creates a standing problem.
c. TS can have more than one owner (nonexclusive).

i. No protection against the independent discovery by another (see Kewanee).
ii. As the number of owners grows, eventually will reach a point where generally known.
d. How can one become the owner of a TS?

i. Acquisition in Confidential Relationship 
ii. Independent Discovery or Invention
iii. Reverse Engineering
e. Proof of discovery or acquisition from another sufficient, but proof of mere possession of TS may be insufficient to prove ownership (see Water Management Ohio 1984)..
f. Joint Invention
i. Will be a divorce at some point. 
ii. Keep records and at provide for ownership by K:
1. Who owns what at the beginning,
2. Who controls if joint ownership terminates, and
3. Specify dispute resolution method.
g. Employee-Employer Relationship 
i. First hurdle for employer is to establish that the claimed secret is not part of the employee's “personal tool kit” of skill and knowledge.
ii. Res Unfair Comp:  An Employer suing D/Employee bears the burden proving existence and ownership of a TS.
iii. General Rule:  If the employee is not hired to invent and the invention did not result from the employee's assigned work, then the employee owns the invention, But
1. Hired to invent/Within Scope of Employment
a. Anything done within the scope of assigned inventive duties (broadly construed) belongs to the employer (real rule).  Basically if done on the job belongs to employer.
b. Same applies to indp contractors.

2. TS misapp – if used employer’s TSs w/o permission then can be liable for TS misappropriation.
3. Shop Right – nonexclusive, irrevocable, royalty-free, nontransferable license to use the invention.
a.  If the invention is outside the scope of employment, but the  employee uses employer’s property or facility, then the employee owns TS, but the employer gets shop rights.
b. Can be extended to indp contractors, giving the hiring party the right to use.

c. Because doctrine equitable, Cts may refuse to impose a shop right if the employer’s contribution to employee’s invention was negligible (e.g. Lariscey Fed. Cir. 1991 prisoner working for prison shop used scraps of bullet proof vest material to come up with special cutting device and government claimed shop right – Ct said no shop right).
d. Note:  Employee stills has DoL and Fid Duty to employer.

iv. Gerald Banks Fed. Cir. 2000 – unusual case bc employer asked employee to sign NDA and he refused.  He never signed total assignment agreement, and Ct found that this allowed him to escape summary judgment though obviously hired to invent in this particular area.
v. Hypo:  Employee works on weekends in own garage.  What if employee uses company floppy disks or laptop.  
1. If uses blank disks, Ct has held that was the use of employer property and the employer ended up with a shop rights.  
2. Recent case held using laptop does not give employer shop rights, bc expect for them to be available for personal stuff.
vi. Keep in mind copyright rules for Indp Contractors different than TS law.
h. Contracts affecting Ownership.
i. Rules regarding ownership can be changed by contract, and increasingly this is exactly how rights are allocated between employer and employee. 
ii. Ks will be enforced only to the extent they do not unreasonably impede the employee in the practice of his profession. 
iii. To protect freedom and mobility, cts draw a sharp distinction between Ks for assignment of inventions conceived during employment and holdover Ks
iv. Assignment of Inventions K – relatively uncontroversial; require employee to assign invention while employed.
v. Holdover Clauses – Require the employee to assign inventions made during a period following employment. 
1. Policy issues:  Employers argue need to protect TS and avoid litigation.  Employees need to work, freedom, mobility. Public values competition.
2. Enforcement
a. Cal. likely not enforceable like noncompete.
b. Most jx – Scrutinized and enforced if reasonable in scope and time, or to the extent necessary to protect employer’s TS rather than prevent employer from using general skill.
3. Even if no holdover K, a Ct may require an assignment to the former employer when conception occurs remarkably soon after the employee has left (e.g. Syntex 7th Cir. 1983 – 4 days after termination employee invents new patent idea for new employer).
4. If the employee had conceived of the invention before entering into any agreement with the employer, the employee is free to take and exploit it following termination.
5. Ingersoll-Rand  N.J. 1988 – Holdover Cl. enforceable when reasonable. Cts should not go too far to insulate employers from competition.
a. Generally unreasonable if 1) extends beyond apparent protection employer requires, 2) prevents employee from seeking other employment, 3) adversely impacts public.

b. Ct held holdover clause unreasonable bc employee used his life saving and borrowed money to take his invention to the market and his stabilizer sold for 15% less than P’s.  He had not been hired specifically to work in this area and Ct found that specifications needed to create reasonably well known and did not in fact us his employer’s TS.
i. Garage Inventor Statutes
i. In response to concern employee’s suffering unfair restriction due to unequal bargaining power, a number of states have enacted so-called "inventor's rights" or "garage inventor" statutes which define the boundaries of such agreements.
ii. Generally, these stts render unenforceable any provision requiring the assignment of an invention that both is:
1. Unrelated to the employer's actual business, AND
2. Conceived without contribution of resources by the employer.
iii. Some require that the contract give notice of the statutory provisions. Employers can still require employee to disclose inventions so employer can assess, bc run into problem TS typically some process where can discuss in abstractions.
iv. Cal. Labor Code § 2870 typical, can’t assign and employer must give notice.
oHo
VIII. Reverse Engineering 
a. TS law does not give the owner any right to prevent reverse engineering. 
b. Encouraged 

i. Although reverse engineering makes TS law weak in comparison to patent, this is good bc incentive to patent and prevents patent preemption (Kewanee).
ii. Reverse engineer may be an essential part of innovation, bc could lead to significant advances in the field and spur the inventor to create invention that will qualify for patent protection.  Thus, any state law that discourages reverse engineering necessarily reduces this competitive incentive (Bonito).
c. Bonito Boats Sup Ct 1989 – Sts can’t prohibit reverse engineering.
i. Sup Ct invalidating a FL statute that prohibited the use of another’s boat hull to make a plug mold for copying that boat hull.   
ii. Since stt interfered with Fed patent scheme it was preempted. Because the state statute interfered with the federal patent scheme, it was preempted. 
d. Chicago Lock 9th Cir 1982 – Lock owners have no duty not to reverse engineer, so can’t be that locksmiths owe manufacturer a duty not to disclose TS.
i. 9th Cir reversed an injunction against publication of tubular lock codes assembled over time by locksmiths in creating new keys for owners.
ii. In rejecting the suggestion that the lock owners were impliedly required not to disclose this information, Ct said that such an implied obligation . . . would, in effect, convert the Company's trade secret into a state-conferred monopoly akin to the absolute protection that a federal patent affords. Such an extension of California trade secrets law would certainly be preempted by the federal scheme of patent regulation.
e. Uses for Reverse Engineering:  Learning; to change or repair a product; To provide a related service, such as maintenance; to create a compatible product; to create a replacement for the product (litigation starter); to create improvements for the product.
f. Limits on Reverse Engineering
i. Requires you to start with a product that has been fairly acquired – UTSA § 1.
1. Such as purchase of item on the open market – UTSA § 1.
2. Can’t misrepresent yourself  bc could be engaged in misappropriation.
3. Reverse engineering project can become irretrievably corrupted by the introduction of improperly procured information or product.
ii. Can you prevent Reverse Engineering by K?
1. Small controlled market – likely yes – Cts have enforced contracts specifying no reverse engineering or not looking inside in small controlled markets (e.g. Baystate 320 F.2d 1317 – Ks that say no reverse engineering enforceable.  J. Radar).
2. Large market – don’t know – but seems like would go against public policy and C.
g. Clean Room – Cannot be any contamination in room with the secret that you are trying to get.  Prevents TS misapp suit.  Also, development in a clean room can be used to limit injunction.

IX. Misappropriation
a. 2 main ways to find misapp:
i. Acquisition by improper means + knows it to be a TS; No need to use or disclose (rare)
1. Knowledge = constructive or actual knowledge.
2. D goes to get TS w/o authorization – Improper access is all you need.
ii. Indirect/direct Acquisition + unauthorized use or disclosure (common)
1. Indirect Acquisition  – Applies to various chains of dissemination and each time receiver was put on notice actually or constructively. 
a. D knows TS was acquired directly under duty of confidence (through new employee or joint developer, etc.).
b. D knows TS was acquired directly by improper means.
c. D knows TS was acquired indirectly by improper means or breach of duty of confidence – chain. 
2. Direct Acquisition 
a. D properly learned TS under duty of confidence, but disclosed or used TS w/o authorization.
b. D knows TS was acquired by accident or mistake.
b. Acquisition By Improper Means + know to be a TS = TS misapp
i. Modern TS law (UTSA) relief can be granted for mere improper acquisition of secret info.
ii. Improper Means

1. UTSA § 1(1) definition  – includes theft, bribery, misrepresentation, breach or inducement of a breach of a duty to maintain secrecy, or espionage through electronic or other means. 

2. UTSA Comments add that include otherwise lawful conduct which is improper under the circumstances.

a. Mentions aerial reconnaissance (duPont 5th Cir)

b. Side note:  Compare to Dow Chemical v. U.S. (6th Cir 1984), which holds under 4th Am analysis (not TS), aerial surveillance by the Gov is not improper.
iii. Memorization – law confused
1. Confusion came from Res 2nd Agency, which said former employee is entitled to use “names of customers retained in his memory, if not acquired in violation of his duty as an agent.” GA follows.

2. Most jx – memorization is no defense, and that unauthorized asportation of data in one's head is no more proper than taking it on paper or in electronic form (e.g. A.H. Emery, 2nd Cir. 1968 – D purchased parts drawings made from memory by P’s former employee – still improper).
3. As a practical matter courts will tend to view more harshly cases that involve the theft of documents and may be sympathetic to concerns about employees’ having to ignore general information learned on the job.  However, where memorization appears to have been intentionally undertaken for the purpose of obtaining a TS, treat like theft.
iv. Competitive Intelligence
1. Gathering information about the competition is a traditional and accepted business activity, when performed within bounds. 

2. Risk – liability will be imposed for wrongfully obtaining trade secrets from a person who had been entrusted with the information.  Activities such as pretending to be a potential customer might constitute improper means.
3. Client Advice:  Competitive Intelligence gatherers often work too close to the line.  Often former FBI or cops who are used to getting what they want (attitude problem).  Might be a harm in asking.  
v. Trash or “Dumpster Diving”
1. Sup Ct held warrantless searches of dumpsters not on the premises 4th Am ok (Greenwood).

2. Caselaw tends to hold competitor has a sufficiently reasonable expectation of privacy in trash that it is improper means to commit dumpster diving.
3. Tennant (Minn. App. 1984)  R.215

a. D’s employee went dumpster diving in P’s trash.

b. P had disposed of trash in special sealed trash bags and placed into covered dumpster, which only P used, so Ct determined not abandoned.  

c. Applied standard:  CA law is settled that an owner retains a reasonable expectation of privacy in the contests of a dumpster until the trash has lost its identity and meaning by becoming part of a large conglomeration of trash elsewhere.”
4. Advice to Client:  shred documents and erase data on old computers.
vi. Raiding Employees - Hiring of another's employees to acquiring TS. 
1. Unlawful to hire away employee to access TS.

2. Rohm and Haas (Prof. loves) 3rd Cir 1982 – Duty to inquire.
a. D was so desperate for latex paint that had been repacking P’s product as its own.  P’s former employee little education, yet D gave raise and opportunity to develop products– D claims no knowledge.  

b. Ds charged with knowledge, bc had duty to inquire where complex process for making latex paint came from.
3. Term may also apply to raiding that is accomplished by using TS info already acquired, e.g. hiring a new manager who provides the inside scope on competitor’s employees.

a. Courts are likely to be strongly influenced by the targeting of a single company's group of employees, especially if a mass departure has the effect of destroying the company's ability to compete in a particular field. Taking substantially all the employees of a single office may be enough, even where the company operates in other locations. Even where the absolute numbers of employees are not great, an inference of misappropriation may be based on the hiring away of especially “key” employees. 
b. But, evidence that the employees were unhappy and wanted to change jobs, and that they were hired through normal recruiting processes, will tend to negate a raiding claim. Hiring only from a former manager’s “circle of friends” may also be deemed proper.
c. Indirect/direct Acquisition + unauthorized use or disclosure = TS misapp
i. Acquisition Breach of Confidential Relationship (most common) 
1. No written agreement necessary to create confidential relationship:

a. Can come from K, circumstances, or industry practice.
b. In Employee-employer relationship often implied.
c. Metallurgical – Ct found confidential rel w/o explicit K. 
2. Gratuitous then no confidential relationship.

a. Did person who received info have the chance to say no?
b. Gratuitous - Tool seller and buyer in long term relationship, but Ct emphasized lack of solicitation by disclosee  Smith v. Snap-On Tools Corp. 5th Cir. 1987.
ii.  Unauthorized Use

1. What is use?

a. Does not require that D actually sold a product.

b. Includes use after license expires or outside restrictions.
2. D misappropriates even if D does not use all of the TS or the TS in its exact form; misapp if substantial influence from P’s TS in the development of another project.  
a. Use of TS without modification (direct use) rare.

b. D infringes if use derived substantially from P’s TS.

i. D cannot avoid liability by modifying or improving  product or secret process.
ii. A substantial similarity between P and D’s products, following a confidential disclosure to the D, can support an inference that D made use of TS (some jx burden of persuasion shifts to D to show info not used).
iii. American Can 1984 – if TS narrow due to publication/patent, then has to be very similar to TS.
1. Exemployee leaves to make competing commercial jet inks.
2. Use of TS + modification = TS misapp

3. Actual TS narrow bc of patent, so similarity had to be very great to be meaningful bc would expect huge amount of similarity bc similar to patent – 
4. More than a finding of similarity was req where the public info and D’s own knowledge confined so narrowly the scope of the valid TS.  

c. How do you prove indirect use which is something more than inspiration but less than direct copying?  

i. Amount of time passed; 

ii. Similarity (can help if very similar);

iii. No other explanation (maybe).
d. Advice for new competitors:  Chart development.

iii. Unauthorized Disclosure – this can occur by D disclosing or through conduct by D that allows an unauthorized person to gain access.
d. Acquisition By Accident or Mistake

i. Appropriation Without Knowledge of Secrecy

1. No notice of secrecy then not liable.
2. Constructive notice sufficient.

a. Can’t look the other way (e.g. Rohm and Haas).

b. Other relevant factors relevant include D’s  understanding of industry custom, knowledge of the details of the relationship between the secret's owner and the source of the information, and knowledge of efforts by the owner to keep the information confidential. 

3. When the recipient is put on notice, then he is prospectively liable for misappropriation (change from Res Torts, which shielded from liability a person who had paid value in good faith or otherwise changed position in reliance on the belief that no misappropriation had occurred).
ii. Accidental Disclosure
1. Similar as receipt of TS without knowledge of secrecy. 
2. The recipient is not subject to liability for use or disclosure unless and until he becomes aware that the disclosure was an accident. 
3. Accidental disclosure typically represents an appropriate occasion for injunctive relief. Assuming that the secret is not deemed lost for inexcusable inadvertence, and that the “finder” has not materially changed position in reliance on the reasonable belief that it was entitled to use the information, the court may restrain the defendant from use or further disclosure of it. 

X. Remedies  See Chart

a. Pretrial Injunction

i. Advantages to P:  

1. P’s most effective remedy, bc exclusivity is the hallmark of value and because damages are difficult to identify and measure (and sometimes to collect).
2. Securing an injunction early in a case often leads to settlement.
ii. Disadvantages to P:
1. Seeking an injunction if successful may precipitate a quick and favorable settlement. But if the plaintiff loses, the psychological effect on both sides may prolong the fight.
iii. Temporary Restraining Order – quickly obtained, short duration
1. Granted only on a strong showing, both on the merits and on the risk of irreparable harm if the plaintiff had to wait the several weeks necessary for a hearing on notice. 
2. Nevertheless, frequently cts will issue a TRO if the requested restriction appears minimally intrusive, such as in the case of an order that evidence not be tampered with.  
3. Although a TRO of more than ten to twenty days' duration normally cannot be granted, the D often will agree to postpone the hearing and extend the temporary order to permit discovery and to provide more time to prepare a defense.
4. Ex parte orders TROs (no notice) are permitted only on a very specific and compelling showing of need. 
a. Since can do irreparable harm to the D’s business, and the courts are reluctant to allow it unless no other reasonable alternative.
b. Mansukhani 1984 -7th Cir. reversed post-judgment ex parte order seizing inventory of ink made with misappropriated formulas, explaining P must show, in effect, that the Ds would have disregarded a clear and direct order from the court to preserve the inks and documents for a few hours until a hearing could have been held.
iv. Preliminary Injunction – purpose is to prevent a threatened or (during trial) continuing misappropriation.
1. Should the injunction issue? 
a. Hardship Balancing Test

i. Likelihood of irreparable harm to P if preliminary injunction denied.
ii. Likelihood of harm to D if the requested relief is granted.
iii. Likelihood that the P will succeed on the merits.
iv. (some circuits) Public Interest 
b. Sliding Scale/continuum (some circuits) – if one element very strong, others can be weak.
c. Irreparable harm – D’s behavior will cause harm that is extremely difficult to quantify, such as lost good will, P will lose status as market leader or pioneer, intended disclosure (D can counter with evidence that wrongful conduct has ceased or available legal remedy).
d. Likelihood of Success
i. P must show more than mere functional similarity between its product or process and the defendant's (Mansukhani).
ii. P must that misappropriation is more likely than not to have occurred (overwhelming evid not necessary).
iii. Continuing Misappropriation
2. Should an injunction issue? –  Inevitable Disclosure/Misapp 
a. Issues likelihood misappropriation sufficient for injunction
b. Fact specific, balancing act.
c. Inquiry:

i. Similarity between positions?

ii. Valuable TS?

iii. Bad Faith?

iv. Comparable levels of knowledge?

d. 4th Circuit: Merck 1996 – Narrow Injunction
i. Ct granted limited injunction restraining the D employer from "discussing" with D new employee info regarding D or P’s antacid. 

ii.  A likelihood of disclosure could be shown by the degree of similarity between the employee's former and current position, and the value of the information. 
iii. To support a broad injunction effectively precluding competitive employment . . . would probably require a showing of bad faith or underhanded dealing, and that the competitor lacked comparable levels of knowledge and achievement.

iv. Narrow injunction, bc similar responsibilities and products, but not broad bc no bad faith or lack knowledge.

e. 7th Cir: PepsiCo 1995 – Broad injunction
i. Injunction:  Can’t work for competitor until 1.5 yrs.
ii. Mere fact that person assumed a similar position at a competitor does not, without more, make it inevitable that he will use or disclose TS info.

iii. Aff Dis Ct bc additional facts:  ex-employee knew directly relevant TS and lacked candor.
f. Likely not valid in Cal. (see Globespan C.D. and dicta in Whyte Cal. App & Cal Sup Ct depublished case saying doctrine ok).
g. Application – occasionally ban on employment, but usually limited injunction that permits employee to go to work but forbids participation in some particular product line/area, or expires shortly, or applies to some secrets. Sometimes Cts condition order on P paying salary to ex-employee. 

3. Proof – injunction is discretionary, so P must put on a convincing case.

a. Ct may conduct an evidentiary hearing, but need not if facts conclusive.  Fed Ct PI hearing may be heard with a trial on the merits.

b. Valid Inquiry:

i. Has the plaintiff described information that can qualify as a trade secret? 

ii.  Does the information actually qualify as such? 

iii. Who is the "bad guy" in this drama?

iv. Were documents (or computer files) taken?

v. Was there other dishonest or deceitful conduct?

vi. Are there admissions in the business plan?

vii. Might something happen that would be irreversible if an injunction is not granted?
b. After Trial Injunctions (“permanent”) – easier to obtain than TRO, PI 
i. Inquiry:  Irreparable harm to plaintiff? (similar to PI, but success moot)

ii. Continuing Misappropriation  –  once the misappropriation has been proved there is a tendency to presume that future harm will be irreparable. 

c. Injunctions Generally

i. Scope, Nature, & Duration – How the should order be framed to meet its objective of preventing threatened or containing misappropriation?
1. Nature – varies 
a. Use Injunction – cannot use TS

b. Production Injunction – Prohibit D from making product 
i. Applied when too difficult to determine whether the product was made by using the TS or through independent development.

ii. Ct chooses production injunction, bc stolen TS so inextricably intertwined D’s process that use injunction impractical - Sung  Dis Ct 1994.
1. Product injunction may be granted where the trade secrets form such an integral and substantial part of a comprehensive manufacturing process or technology that, absent the misappropriated trade secrets, the defendant would not be able independently to manufacture or design a comparable product.

2. Held:  D can’t make diamond for 7 yrs.
2. Scope 
a. Can extend beyond use TS itself if info substantially derived from P’s TS (Sung).

b. Broad – Usually when bad actor, e.g. cts may enter broad order shutting down business if D has shown defiance or evaded prior court orders.

c. Geographic scope of trade secret injunctions can extend as far as the knowledge may be useful, i.e., worldwide.  
3. Duration – usually some limit
a. Use TS injunction potentially perpetual – TS has an indefinite life, so no need to limit on its unauthorized use or disclosure, so long as it remains a secret (although some Cts have granted perpetual when public to punish D).  
b. Head Start – occurs when secret will or has become known, e.g. patent, or reverse engineer; limited to time that puts D ahead of P’s other competitors that have properly learned of info.  
c. Production Injunction limited – to time would have taken D to indp develop or reverse engineer product (Sung – 7yrs).
d. If known before trial ends, then head start time.

e. If not known, but D offer proof time needed to reverse engineer or independently develop than can short time, e.g. Clean Room – can be used to predict time.

f. Permanent injunction can modified if D acquires info through proper means, such as by licensing.

ii. Royalty in Lieu of Injunction – sometimes misappropriator allowed to continue so long as a royalty is paid to the TS owner. 
1. Generally, this exception is limited to:

a. Innocent misappropriator (no notice)
b. Reliance - before receiving notice of P’s interest in the info proceeded to incorporate it inextricably into a business or product. 
c. Equitable
2. UTSA 1985 Ct can choose in exceptional circumstances, defined as including a material and prejudicial change of position prior to acquiring knowledge or reason to know of misappropriation that renders a prohibitive injunction inequitable.
3. Some jx following Res Torts might insulate a D from all liability relied or paid value in good faith.  Section 758 provides freedom from any liability in the case of an innocent appropriation of secret information, if the defendant has either in good faith paid value for it or has so materially changed his position that imposing liability would be inequitable.
d. Damages - standards of proving and calculating damages varies by jx
i. Both money damages and injunctive relief may be granted in the same case, one to atone for past use and the other to prevent future misappropriation.

ii. P may seek recovery for the loss caused by the misappropriation, together with any unjust benefit gained by the defendant which is not accounted for in determining plaintiff's loss.

iii. If ask for damages instead of injunction to stop future use, then Ct may interpret as offering a royalty to D.

iv. P may choose an approach that maximizes its recovery.  
v. 3 primary approaches P can use to prove damages: actual loss, the defendant's “unjust enrichment”, and a royalty equivalent – UTSA §  3(a):
1. Loss To Owner – proof may include lost sales, price erosion, lost business opportunities, occasionally harm to reputation.  If TS destroyed by disclosure, then P gets what was fair market value of TS info.

2. Unjust Enrichment 

a. Can be awarded in addition to the plaintiff's loss, but only if to do so does not duplicate recovery for the loss. 

b. Net profits – typically consists of D’s net profits achieved through wrongful use of TS.  

c. Saving time, effort, and risk – “standard of comparison” method may be appropriate, calculated by comparing the cost to the D of achieving the objective to what the cost would have been absent the misappropriation. Where D is enjoined for head start period, development costs saved might be appropriate.  
3. Royalty – hypothetical license

a. Usually used when neither loss or unjust enrichment provable (in Cal. can’t use unless first two types not available).
b. Particularly appropriate when TS was used to improve a manufacturing process or as part of a manufactured product, or where the D has not yet profited from the misappropriation. 

c. Calculation:  At time t misapp what would the D had been willing to pay.
d. Relevant factors include value to P, cost of development, and nature and extent of D’s intended use. 
e. Punitive Damages
i. Res Torts/Non-UTSA punitive damage provisions jx – typically defined by intentional tort laws.  At CL jury decides issue.
ii. UTSA § 3(b) – most jx employ the standard requirement that the D's conduct be willful and malicious, and limit the amount that may be assessed to twice the compensatory damage award.

1. willful and malicious – behavior that is motivated by spite or ill will and disregards the rights of another with knowledge of probable injury. 
2. Judge ultimately decides punitive damages - (official comments UTSA), though not all jx follow.
f. Attorney’s Fees – not all jx award

i. UTSA § 4 – (jx that have adopted w/o change) attorneys' fees may be awarded to a plaintiff:

1. For P:  If the D’s misappropriation was willful or malicious or if the D moved in bad faith to terminate an injunction. 

2. For D:  If P’s misappropriation claim was made in bad faith  or if the P in bad faith resisted a motion to terminate an injunction. 

3. (comments) Award of punitive damages may militate against an award of attorneys' fees.

ii. Fees may be awarded to successful individual D, even though a third party, such as their employer, has agreed to pay for the defense.
XI. Contracts
a. Why should K matter?

i. TS law is largely about sharing info in confidential relationships, often defined in Ks.   

ii. If explicit may create DoC.

iii. Notice of duty of confidentiality (that relationship is confidential). 

iv. K can act as inventory of the TSs – subject matter of the relationship.
b. Enforceability of K Following Disclosure

i. Although a trade secret may not be created by agreement if it never existed in fact, information that was a secret at the time of the agreement but has since become public may remain protectable. 
ii. Parties may agree to continue payment of royalties for secrets after they have been generally disclosed.
1. Listerine Case S.D.N.Y. 1959
a. Licensee of the formula for Listerine mouthwash sued to terminate royalty payments. Many years before, the formula had entered the public domain. L still paying.
b. The court denied the request, holding that the P had received an enormous benefit, in terms of market share, from the head start it received.
2. Aronson v. Quick Point Pencil Co. US Sup Ct 1979
a. Ct refused to relieve the key holder licensee from continued payment of royalties after patent protection was denied and the product was being freely copied in the market.  K had anticipated this possibility, since called for a reduced payment if patent failed to issue.
b. Licensee only business burdened by the royalty, but the K gave it early access, enabled it to preempt the market.
c. Held:   No patent preemption, bc this K doesn’t take any ideas out of the public domain (while secret not in public domain) and consistent with patent bc another incentive for invention.
iii. K drafting lessons: Provide for what happens when TS becomes public through nobody’s fault.  Focus on the value derived from the headstart.

c. Can you by K create a TS from info that is not a TS? - Unresolved
i. Either bc info is readily ascertainable, generally known, or employee skill.

ii. Prof believes would not be able to enforce a K protecting something in the public domain, bc would run afoul of the patent scheme.  Holding of Kewanee and Bonito would prevent this, notwithstanding the special circumstances in Aronson.

iii. Traditional TS law seems to be non-controversial in the sense of patent preemption, but to the extent that state are involved in enforcing Ks where takes patentable subject and constrain allow inconsistent with patent law.

iv. Argument on other side: Not taking anything out of public domain to contract for confidential info (not rising to level TS).

v. Fed Cts seems to be leaning towards a position that info ineligible for trade secret protection may effectively be protected by contract between two entities.  

d. Nondisclosure Agreement (NDA)
i. Purpose:  Why need an NDA?
1. Notice to employee/others – defines the nature of the information as valuable and of the relationship as a trust and protects against misunderstanding, making compliance more likely.
2. Reasonable efforts to maintain secrecy – While not many courts will say that the use of NDA is alone sufficient to meet the reasonable efforts requirement, many will see it as a necessary condition.
3. Evidence that are TS – K itself either implies or recites that the discloser owns TS.

4. Defining ownership – Species who owns, useful for employer/employee and jt ventureships.
ii. Does too much info invalidate NDA?

1. Don’t squish long, subject matter inventory into NDA.  While gives notice, creates risk that 1) looks like overreaching and 2) may be something there that isn’t mentioned.  

2. Keep Simple:  Consultant shall keep confidential any trade secrets or confidential or proprietary information (Pooley basic NDA).

3. Generally, create a balance by hitting the high pts and don’t try to get too specific about the things trying to protect.  Make sure employees/consultants understand how broadly the subject matter covers what they are doing and give examples, but make sure just examples.

iii. Duration:  NDAs last forever, unless say otherwise, like TSs and the K protecting them (exception – A couple weird cases where judges confused and if no term invalidated, but those cases wrong). 

iv. Sample NDA:  Pooley’s Confidentiality and Invention Agreement R. 276

v. Residuals Clause (benefits info receiver):  

1. Basically says I will be responsible for returning to you any paper, but I can use anything that I keep in my unaided memory (human memory) w/o copies or notes.  You as person disclosing must be aware that anything you say that I can remember if fair use.

2. Why do ppl sign when trying to protect TS? -  Might have to sign if the other side has power.  
3. If your client has power then get the residuals clause.  If on other side, fight it or split presentation.
vi. Management – Discloser often designates confidential information in particular ways (such as with a stamp). These clerical duties are important, since failure to follow the agreed procedures may lead to a finding that disclosed information is not protectable. Similar administrative challenges face the info  recipient.
vii. Hypo:  Employee A had an idea.  A told no by employer B, who explains why won’t work.  So A takes idea to company C.  Probably embodies some negative TS info resulting some investment why bad idea, so armed with that info.  Also let C know that B isn’t doing project proposed by A.  A confusing TS law with corporate opportunity doctrine.  
e. Invention Assignment – See Ch. VII Ownership; Although written contracts technically are not necessary to enforce the implied-in-fact obligation of a hired inventor to assign inventions to his employer, in most industries they are widely used to confirm and clarify this duty.
f. Noncompetition Agreements – Ks that limit an employee's right to compete following termination of employment.
i. Policy reasons for supporting:

1. Freedom of Contract

2. Protect employer’s investment in employee’s general skills and ideas.

3. Employer’s interest in avoiding challenge and uncertainty of litigation. 
ii. Policy against:
1. Society’s interest in employee mobility and free competition.

2. Society's interest in the individual's freedom.
iii. Law varies greatly from State to State
1. Cal. Stt ostensibly makes them unenforceable, except in connection with the sale of a business, to the extent that they preclude an individual from engaging in a lawful profession, trade or business – Cal. Bus. & Prof. Code § 16600 Actually, issue of fact whether D prevented from pursuing trade.  If client wants to avoid noncompete, stay out of 9th Cir (weird).
2. Most jx enforceable to some extent.
iv. General Rules in Sts that allow: 
1. Easier to justify restraint in connection with the individual's sale of a business, since it would be impossible otherwise to protect the goodwill that came with the purchase. 

2. If designed to protect some legitimate interest such as a trade secret or goodwill they will be enforced if reasonable in duration and geographic coverage. 

3. Some jx will modify overbroad noncompete.
v. Must be Reasonable – (most jx) that allow do so only if noncompete is reasonable.
1. Test:  weighs extent to which employer’s protected interest seem likely to be compromised, against impact of enforcing K on the employee.

2. Duration – how long afterwards. 20 yrs held excessive. 1-2yrs typically acceptable in most sts in most industries.  Ct considered that a year in internet time was an eternity, so 1 yr unreas (Earthweb NY 1999). 

3. Geography – K’s geographic, area, business unit, or entire world, but reasonableness depends on industry.

4. Subject matter scope – important when the employee worked for a large company with many lines of business; ordinarily it is reasonable to prevent competition only in the subject areas in which the employee actually worked.
vi. Nonenforcement and Partial Enforcement

1. Most jx – Entire K void if unreasonable, bc Cts put the burden on employer to draft a fair agreement.

2. Blue pencil rule – (some jx) – When an agreement appears overbroad but the transaction is not otherwise tainted with unfairness the courts will often modify the restrictions so as to make them reasonable.  Can cut chunks or (using equitable powers) dilute.
vii. Where an employee refuses to sign a contract that could not have been enforced against him or her, state law may provide a claim for wrongful discharge based on a refusal to participate in activity violating public policy.
g. Rose Garden Agreement – To prevent employee from working for competitor, under this pay employee to stick around and do nothing.  Cal might not find enforceable.
h. Nonsolicitation Agreement – K to not solicit customers or employees (but can still accept work).
i. Treated as separate and distinct from noncompete (even Cal. has enforced).
ii. Typically enforced if reasonable duration:

1. Cts typically will enforce restrictions on solicitation for a reasonable period following termination of employment.

2. Distinction is often drawn between solicitation of customers, which directly affects a company's legitimate interest in its goodwill, and solicitation of employees, against which the law generally affords less protection. 

3. Proving actionable conduct can be difficult:

a. "Solicitation" is not entirely clear. 

b. Successfully targeted customers probably won’t talk.

i. Unsolicited Submissions
i. Can lead to liability if confidential relationship implied, although ideas just handed over are gifts. 

ii. Waiver agreements – put it in writing and be clear. 
1. Burten v. Milton Bradley 1st Cir. 1985 – Ct reinstated TS misapp verdict in favor of game submitter, because submission agreement was ambiguous regarding waiver of claim based on a confidential relationship.

2. Quoted 2nd Cir Parker Brothers agreement very clear.
iii. Management of Unsolicited Submissions – should be centrally managed, received by group and returned with letter saying either 1) reviewed, 2) policy of not reviewing, or 3) sending nonconfidentiality agreement.

j. Licenses
i. "Pig-in-a-poke" problem - Prospective licensor doesn't want to reveal the information until deal made, while the prospective licensee wants to assess TS’s value before committing and wants to avoid becoming infected.

ii. Solution:  gradual revealing…

k. Choice of Law

i. Default: Cts will employ a comparative interest analysis, reviewing a number of factors to determine which state has the most significant relationship to the transaction.

ii. Choice of law provisions normally honored if there is some reasonable connection to the chosen jurisdiction and its rules are not "repugnant."

iii. Exception:  Forum state may consider application of its own law to be paramount, because implicates imp public policy. 

1. California – (extreme e.g.) Hunter Group, Cal. 1998 .
a. Maryland resident signed noncompetition agreement enforceable under Md law in favor of Md employer with Md choice of law clause, then agreed to work for a California competitor while remaining in Md, by telecommuting.

b.  St Ct held California policy was fundamental and trumped interest of Md.

2. Compare: 1st Cir 1992 Ct rejected argument for application of Cal. law, even though D had moved there since K signed.
iv. Cal. Tips:  Get employee out of other st and into Cal quickly and file the declaratory judgment action first if you can.  
XII. Management of TS

a. Principals:  Inventory, Simplicity, Responsibility, and Review

b. Typical TS Protection Program:  facilities
c. Education cheapest form insurance

d. Importance of Ks

e. Employees – make hiring and termination clear.  Inbetween educate them well.
f. Special Issues concerning Consultants

g. 3rd Parties – imp protecting info belonging to others

h. Imp Careful k management jt development

i. Leaving to Compete – Bancroft-Whitney tells you things you can do as before left without hurting DoL.  Process graceful resignation.  Important contacting customers only after you leave. 
j. Robust communication between leaving employee and former employer.

XIII. Preparing for and Avoiding Disputes (J- R. 303 excellent!)
XIV. Pretrial Issues

a. Pleading

i. State and Federal Cts have different pleading standards:  

1. Federal Cts use notice pleading (but Fed judges tend to think in patent claims, want well-defined boundaries).
2. Cal. uses fact pleading (a.k.a. need facts).

ii. Standard for describing TS:  

Complainant should describe the subject matter of the TS with sufficient particularity to separate it from general knowledge or skills and to permit Ds to ascertain the boundaries within which the TS lies (Diodes Cal. App. 1968).

iii. Purpose of Sufficient Particularity:  
1. Separate claimed TS from public domain, and

2. Guide discovery so know what is relevant.

iv. What is reasonable particularity?  (frequently litigated)
1. Sufficient to separate it from public domain info and to guide discovery.
2. Prof. suggests that this should depend on the nature of the secret; some are capable of precise statements.  Negative research difficult to describe.  The stage of the litigation matters, at pleading need not be so particular.  If asking for injunction should be more particular; need clear directions.  Extent to which info more in had of Ds than Ps should matter (as in Diodes).
v. Diodes Cal. App. 1968 – P didn’t even know if there was a TS.

1. Ex-employees told employer/P that they had developed a process and removed all info about the process when left P.

2. P failed to plead facts showing that it every owned a TS, so App Ct affirmed summary judgment at pleading for Ds.

3. Message:  Don’t plead using only circumlocutions and innuendoes.
b. Discovery

i. Methods: (first 2 are the source 80-90% useful info)

1. Document Production – first step; P asks for everything that relates to D’s relevant business activities and develop of their technology, defining broadly in as many categories as possible, with overlap.  D will ask P for everything about develop TS, to define, about value TS.  Responsibility as Lawyer starts moment aware of a claim, and avoid by sending a notice out to client’s employee to preserve documents (bc if evidence destroyed could lose case in a motion).
2. Depositions – Interviews of 1) individual involved in case, 2) Corporations, and 3) 3rd Party.  Learn about witnesses and prevent surprise.  Witness has to answer unless privilege or confidentiality.
3. Interrogatories – Written questions sent to opposition.  Not so helpful bc usually answers written by lawyers.
4. RFAs (Requests for Admission) – A party requests that the other party admit a question or fact.  If party does not answer request →deemed as admitted.  Used to narrow issues.
5. Forensic Exam – Onsite inspection of other side with expert; judges typically will order only if haven’t been playing by rules bc expensive and invasive.
6. 3rd Parties – Cautious before drag them in – don’t want to hurt business.
ii. Why get discovery?

1. Reach the truth.

2. Helps parties to settle the case.

iii. Unethical Uses of Discovery:  Harass other side, e.g. unending depositions.

iv. Protective Orders:  
1. Obtaining a Protective Order

a. Party or parties can seek motion for protective order.

b. Ct may make any order if good cause shown to protect a party from oppression, annoyance, embarrassment, undue burden or expense.  

c. Often parties will agree to protective orders, since good for both sides - lawyers get material and clients get confidentiality.  

d. Judges often regard sealing in TS cases as appropriate.

2. Stipulated Protective Orders – negotiated by counsel both sides

a. Restricts access and use of certain info; lawyers (not clients) can obtain everything, but certain info cannot be seen by X and cannot be used outside the litigation.  

b. Some jx cannot use “umbrella orders” sealing all discovery.
3. Policy:  Public has an interest in seeing what goes on (Citizens 1st Nat’l Bank of Princeton).
4. Sample Stipulated Protective Order R. 342

5. Sealing order cannot be overly broad (7th Cir):

a. Acceptable 

i. Order to keep TS out of the public record.

ii. Order to keep properly demarcated category of confidential info out of the public record.

iii. Judge need not review each document

b. Too Broad

i. Order to seal documents believed to contain TSs (bc open to fudging and some info in these documents may non-confidential).

ii. Unspecified, other confidential info.
iii. All governmental info.

6. Citizens 1st Nat’l Bank of Princeton 7th Cir 1999 – Remanded to Dis Ct bc seal too broad.  Order let decide what confidential and what can only be seen by the lawyers and experts.
7. Attorneys who are competitive decision-makers, such as in-house or patent lawyers.  Test:  Is that L one who participates in competitive decision-making?  If not, then do you want that L to have access.  Client probably does.
c. Experts 
i. Cts actively screen out experts not well grounded in the community (especially on damages/financial expert)

ii. Basic TS case need:

1. Technical experts –Great at identifying what is not generally known.  Can catch them on when testifying on what not generally known – judge might kick them out.
2. Economics experts

iii. Daubert issues come up, case that requires Cts to screen whether expert’s opinions are properly grounded in scientific fact as a predicate for allowing expert to talk to the jury.  
iv. Get experts early, bc will have to screen on conflicts of interest. 

XV. Trial  
a. A TS trial is a morality play:

i. For P a story about fair play and honesty.

ii. For D a story of greed and monopolistic behavior.
b. Strategy

i. Make a trial outline 

ii. Play up the story!
iii. D often tries to dissect the technology, demonstrating that each separate piece of information is readily and not protectable.  Risky strategy, bc the trier of fact may be more interested in hearing about conduct and may view the D as trying to deflect and dissemble.
c. Advocacy

i. Simplify for the trier of fact (no jargon, no big words).

ii. Technology – L must understand well, but simplify for the jury.  P might prefer not to simplify technology, making it seem like magic.  
iii. Use the opportunity to teach – people appreciate this, such as what life was like before the technology.  
iv. Connect the drama with the technology in some way.

v. Tools:  demonstrative evidence (video, photographs, models, visual aids).  Video should be short (nothing that put jury to sleep faster than video depositions).  Motion graphics great but expensive. 
d. Maintaining Secrecy 
i. UTSA requires Cts to preserve the secrecy of an alleged TS by reasonable means which may include:

1. In-camera hearings,

2. Closed courtrooms,

3. Sealing the records, and

4. Ordering any person involved in the litigation not to disclose the alleged TS without Ct approval.

ii. Pretrial discovery orders typically do not affect trial proceedings, so must discuss maintaining secrecy anew with judge (more can be sealed at discovery then at trial).
iii. Closed Courtrooms – today judges will only seal courtroom on days when information that if truly confidential.

iv. If P want to provoke D to keep ppl out of the courtroom.

e. Jury Issues

i. Judge or Jury? – not always clear who favors whom.  If some State Cts and P has requested equitable relief (injunction or accounting) then when get close to trial D can move to bifurcate equitable from legal issues; ask to decide equitable issues first (may decide number factual in your favor) – works in Cal.  
ii. Jury Selection
1. P looks for dumb, conservative, and moralistic.  
2. D wants smart, independent-minded, entrepreneurial bent who will be willing to be skeptical about D’s claim.  Santa Clara Valley good place to be a D; P file in Oakland.  
iii. In Limine motions (very imp)

1. Motion to exclude harmful evidence, bc irrelevant, inadmissible, confusing, prejudicial, etc.
2. Some judges aggressive – judges always have discretion to exclude from evidence something arguably probative but outweighed by ability to prejudice the jury.
iv. Jury Instructions

1. Variable in TS case, bc law fluid.  
2. Pick out CL dictum and special holdings to present to judge as special instructions.
f. Burden of Proof 
i. Circumstantial evidence ok:  Of course no one testified that he saw Telex misappropriating IBM’s TS Telex 10th Cir.
ii. P’s Burden – almost all
1. Burden to prove all elements by preponderance of the evidence, existence TS, not generally known, value, reasonable efforts, ownership TS, misappropriation, damages.

2. Burden to prove TS has misappropriation caused the P’s harm or unjustly enriched D (or both).

3. Burden to prove willful and malicious by preponderance of the evid.
4. If P fails to follow confidentiality system, then Ct infers no reasonable efforts to maintain secrecy or negates secrecy (so no TS).

iii. D’s Burden

1. Affirmative defenses
a. Must assert at pleading.

b. Note that in Cal. readily ascertainable is an affirmative defense, meaning that D has burden of proof on showing readily ascertainable (but P still has to prove not generally known).  

2. Informal burden to provide a plausible explanation for anything that seems like unethical behavior.
3. Once P has made a prima facie case of access and similarity of product, the burden of persuasion may shift to the D to demonstrate that its development occurred independently or through reverse engineering.  Once D meets the burden of coming forward/persuasion, the burden shifts again to P, who must prove TS misappropriation by a PoE. 

XVI. Criminal Process - Rise in civil litigation has occurred in parallel with increased criminal referral and prosecution; TS theft victims are becoming more sophisticated and more aggressive.
a. State Criminal Statutes – vary greatly
i. Half jx have enacted criminal laws directed specifically at TS theft.
ii. Early criminal laws patterned on NJ law which required that they related to scientific or tech info; some jx extended to business info.
iii. Ds also typically are charged under other laws as well; traditional larceny, bribery, and embezzlement counts are common – and maybe violation of the state's computer access and privacy statutes.
iv. California Criminal Laws

1. Cal. Penal Code § 499c

a. Crime to promise, offer, gives, deliver, or otherwise make available a  TS (or conspire to) and crime to solicit, accept, receive, take a benefit, bribe to get a TS.

b. TS defined as in UTSA.
c. Covers nontechnical information (unlike most jx) – Has been some pressure to change, bc concern that business data speculative value that tends to deteriorate over time, and businesses may try to use just for anti-competitive reasons.
2. People v. Eubanks Cal. 1996 (Prof. was D counsel)

a. Employee left to join competitor.  Employee talked to Eubanks, new boss.  Wong sent examples type of work he wanted to do.  He was in charge of marketing function.  Info he sent were forms or examples of reports.  Police obtained search warrant, when exemployer discovered this in email mailbox.  
b. Police found marketing info written in technical jargon; police had not paid too much attention bc got tech help from exemployer Borland.  “Victim” said highly involved very valuable TS.  DA didn’t know limited to tech/sci info and lacked expertise in TS.  Indp consultant fee reimbursed by Borland/Victim.
c. Concern:  How does DA decide whether the case should be prosecuted?
d. Held:  Cal. Sup Ct held App. Ct erred in holding that assuming CoI existed it was not as a matter of law grave enough to justify recusal. 
e. Concurring said esp. problematic that DA solicited Borland to pay debt, bc couldn’t easily drop case after that.
b. Federal Economic Espionage Act – enacted 1996 in record time, with almost no opposition on the idea that a great deal of commercial espionage sponsored by foreign governments – not one case yet involves this.
i. 18 U.S.C. § 1831 Economic Espionage; § 1831 TS Theft.
ii. EEA defines its subject matter broadly, includes scientific, technical, and business info regardless of form (so no memorization); employee still can use general knowledge and skill (legis history) –  § 1831.
iii. Arguably lowers threshold of secrecy – bc secret defined as not generally known to, and not being readily ascertainable through proper means by the public – compare UTSA where if generally known in the industry no TS.
iv. Strong penalties; coverage extends outside U.S.

v. Hsu E.D. Pa. 1999
1. Concern:  How can someone be expected to conform their behavior to standards if boundaries of TS are fuzzy.  If Ct finds info is readily ascertainable, no crime.  But can be a crime if not (Jury must still find that is a TS beyond a reasonable doubt – bc an element of the crime).
2. Held that the EEA’s terms generally known and readily ascertainable meet the C standard as applied to a D who was aware of the criminality of his behavior, bc prosecution here for conspiracy so Ct didn’t have to grapple whether actually was a TS.
3. But found the inherently ambiguous terminology of trade secret law quite troubling in the criminal context.
c. Avoiding Criminal Exposure:  Compliance Plan
i. Plan’s Purpose:  ensures compliance by teaching and controlling employees, and shows to Fed prosecutors that careful about this. 

ii. Prof. says compliance plan will be a hard sell until the time comes when the government goes after a Fortune 500 company under EEA.
d. Strategy Issues
i. What will be the impact on your civil case?

1. Advantages of Referral by TS Owner
a. Can’t answer subpoenas bc taking the 5th Amendment.  Judge will enter orders to preserve the status quo.

b. Positive publicity – competitor arrested for TS theft might help your business.
2. Disadvantages of Referral

a. Discovery brought to a halt – might need info to locate TS.

b. Loss of control – prosecutor’s loyalty to the public; will consider your client’s interest. Settlement – Once give to Fed, then settlement out of your hands.  Can’t have settlement contingent on dropping criminal charges.

c. Potential loss of secret

i. Police might end up accidentally exposing TS.

ii. Cal. has special code, but most other jx don’t.

iii. Cal. Evid. Code §§ 1831-1839 – To assert TS privilege for protective order identify without revealing TS; Ct can rule w/o hearing, but may hold in camera evidentiary hearing on whether protective order is proper.
d. Negative publicity. 
ii. Presenting a Case to the Authorities

1. Package the case for the authorities.

a. Sufficient evidence;

b. Large dollar amount (e.g. Eubanks imp that $ changed hands);

c. Secret clear;

d. Case has substance beyond anticompetitive.

2. Tip:  Find out in abstract by phone call what prosecutor needs to see in terms of evidence; then make an appointment.
iii. Defending Client from Criminal Charges
1. First, tell D don’t talk, but do cooperate.  
2. Check whether “victim” there looking and helping, bc police may be facilitating theft.

3. Call a criminal lawyer.  
XVII. Government – collects and stores data, so be careful in disclosing and selling info.
a. Disclosure when sell to Government
i. Failure to properly agree upon and label sale items can result in a presumption that the government owns the info that comes with it, to publish or use.  Need clear K and designate ownership.
ii. One objective:  Create limited rights by K.
1. Gov may use, modify and reproduce the data internally except for manufacturing the goods, and can also disclose the info as necessary for emergency repairs. 
2. A prerequisite for this designation is that the product have been developed at private expense, except for the cost of minor modifications necessary to meet the req of the gov K.
iii. If a product was developed entirely at government expense, then government has right to control.
iv. If joint effort, then contractor may be able to limit the grant to “government purpose rights,” in which case for a period of five years the government may use the data only for the purposes described in the K, although following the five year period the government's rights become unlimited.
v. Off-the-shelf software will be accepted by the government under the terms of the seller's standard agreement. 

b. Compelled Disclosure

i. Gov often inadvertently discloses info which it learned through compelled disclosures (e.g. Masonite Cal. App. 1996 – company’s confidential emissions date accidentally released twice, once by EPA and once by St employee).
ii. Freedom of Information Act - 1966 Act directed at ensuring disclosure. 
1. Law requires that, upon request, each agency make available information which it possesses, whether that info has been developed by the gov or submitted to the gov by a private party.
2. Exempt Info 5 U.S.C. § 552(b)(3) and (4):
a. (3) specifically exempted from disclosure by statute
b. (4) TSs and commercial or financial information obtained from a person and privileged or confidential.
3. Public Citizen – DC circuit decided Res Torts definition applies, so when trying to get cts to protect TS under exception (4) the standard is Res Torts which is a narrower definition TS (such as in use req).  Some cts have held otherwise.  
iii. Reverse Freedom of Info - company finds out that agency decides to release its info, and it sues for declaratory relief to prevent disclosure.
iv. Ruckelhaus v. Monsato Sup Ct 1984 – TS property for purpose 5th Am.
1. Monsato sued for declaratory & injunctive relief  from FIFRA on grounds allows EPA to use and disclose publicly some data.
2. Held 1) P has a property interest in the data; 2) EPA’s disclosure of the data to qualified members of public is a taking of that property interest; 3) the taking is for public use; 4)  - thus EPA’s rule an unC taking of property without just compensation under the 5th Am.
3. Dis Ct erred bc found taking a private one, since EPA only disclosed to some later applicants, not to general public. Ct found taking public bc has a conceivable public character.  
c. Tough Penalties for Bad Gov Employees  – 18 U.S.C. § 1905 – U.S. gov employee who discloses to any extent not authorized by law info coming to him in the course employment shall be removed and either fined or imprisoned.
d. Protection Strategy

i. Reveal only as much as is absolutely necessary.

ii. Use conspicuous stamps and legends that clearly identify information as a trade secret or confidential information on every page. This will help to prevent possible disclosure pursuant to the Freedom of Information Act, as well as inadvertent disclosure. 
iii. If possible, separate unprotectable data from the protectable, in order to make handling and storage easier and more reliable. 
iv. If possible, obtain an agreement from the relevant agency acknowledging the confidential status of the material and undertaking to protect it as a TS.
XVIII.  International Issues
a. TS protection outside US is a mess, but it is improving.  
b. Clients should use self-help:  put it in a K and store info in separate locations. 
c. Litigation stay in U.S. if possible; try to get jx to bring D here.  One way to do this is through int’l trade commission (if can establish that import goods created using misapp TS then can proceed in rem on the goods).
d. TRIPs - Trade-Related Aspects of Intellectual Property Rights 
i. Impact potentially enormous.
ii. TRIPS permits varying periods for a member country to come into compliance, depending on whether it is a developing country or in the process of transformation to a market economy (five years), or a least developed country (ten years).
iii. TS Misapp – Art. 39 ¶ 2
1. Natural and legal persons can enforce.

2. Right to possibility to prevent their info from being disclosed to, acquired by, or used by others w/o consent in a manner contrary to honest practices.
3. Definition TS – similar to UTSA, except no mention of whether commercial value is actual or potential. 
iv. Damages – Art. 45 The right to recover compensatory damages is guaranteed, subject only to the limitation that the infringer knew or had reasonable grounds to know of the infringement. 
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